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ATTORNEY ADVERTISING: 
BILL FERREIRA, ESQ. 



TODAY’S CHANGING ENVIRONMENT 
RULES 
CASE STUDIES 
KEY TIPS 



• 1.4 Communication. 

• 1.5 Fees. 

• 1.6 Confidentiality of Information. 

• 1.18 Prospective Client 

• 3.5 Impartiality and Decorum of the Tribunal. 

• 3.6 Trial Publicity. 

• 4.1 Truthfulness in Statements to Others. 

• 4.2 Communication With Person Represented by 
Counsel. 

• 4.3 Dealing With Unrepresented Person; Employee 
of Organization. 

• 4.4 Respect for Rights of Third Persons. 

• 5.1 Responsibilities of Partners, Supervisory 
Lawyers, and Law Firms. 

• 5.3 Responsibilities Regarding Nonlawyer 

Assistants. 

• 5.4 Professional Independence of a Lawyer. 

• 7.1 Communications Concerning a Lawyer's 
Service. 

• 7.2 Advertising. 

• 7.3 Personal Contact With Prospective Clients. 

• 7.4 Communication of Fields of Practice and 
Certification. 

• 7.5 Firm Names and Letterheads. 

• 8.2 Judicial and Legal Officials. 

• 8.4 Misconduct. 
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RULES IN PLAY 

• 1.5 Fees. 

• 4.1 Truthfulness in 
Statements to Others. 

• 5.1 Responsibilities of 
Partners, Supervisory 
Lawyers, and Law Firms. 

• 7.1 Communications 
Concerning a Lawyer's 
Service. 

• 7.2 Advertising. 

• 7.3 Personal Contact With 
Prospective Clients. 

• 7.4 Communication of 
Fields of Practice and 
Certification. 

• 7.5 Firm Names and 
Letterheads. 



PRINT & VISUAL ADVERTISING 

• “A lawyer shall not make false or misleading communications…  A 
communication is false or misleading if it:” 

• material misrepresentation; 

• unjustified expectation, or implies results achieved by means that 
violate RPC’s or other law; 

• compares services with other services; additional requirements 

• legal fees - special limitations (just don’t do it) 

• Previously disapproved by Committee on Attorney Advertising 

• “All advertisements shall be predominantly informational.”  



PRINT & VISUAL ADVERTISING 

• “No drawings, animations, dramatizations, music, or lyrics shall be 
used in connection with televised advertising.”  

• “No advertisement shall rely in any way on techniques to obtain 
attention that depend upon absurdity and that demonstrate a clear 
and intentional lack of relevance to the selection of counsel.”  

• Keep a copy - Three year requirement 

• Keep a record of use - When/Where 

• “A lawyer may pay the reasonable cost of advertising or written 
communication” 



ADVERTISING GUIDELINES 

1. Any advertisement shall include contact information. May be any of the 
following:  

• (a) street address, (b) mailing address, (c) telephone, (d) fax, or (e) 
email. 

Adopted June 29, 1990, effective September 4, 1990; amended August 14, 2013 to be effective October 1, 2013. 

2. Prospective client communications 

• “ADVERTISEMENT” - Where/When/How 

Adopted March 2, 2005; paragraphs (a) and (c) amended August 14, 2013 to be effective October 1, 2013. 

3. Can’t use quotes or excerpts from judicial opinions about the attorney 

Note: Adopted May 15, 2012 to be effective June 1, 2012. 



CURRENT LANDSCAPE 

• Current rules are outdated 
and were not future proofed 
to deal with rapidly changing 
technology 

• The pace at which technology 
changes is quickening 

• New forms of competition in 
the marketplace 

• The legal profession will lose 
the ability to self-regulate 
itself 





CASE STUDY: FIRM WEBSITE 

• Solicitation, in-person 
contact, request for 
information 

• Duties to prospective 
clients 

• Legal information vs. legal 
advice 



SOCIAL MEDIA FOR 
BUSINESSES 



CASE STUDY: FACEBOOK & 
TWITTER 

• Blogging 

• Attorney advertising vs. 
personal use 

• Sharing content 





CASE STUDY: LINKEDIN 

• Skills & 
Endorsements/Expertise 
(NY ethics issue) 

• Jurisdictional questions 

• Recommendations - 
possible testimonial 



CASE STUDY: AVVO 

• Newer player to the market 

• Claiming your space 

• Propriety, secret rating 
system 

• Endorsements 

• Contributing: Legal advice 





CASE STUDY: GROUPON 

• Problems?? 

• RPC 1.5 - Fee sharing 

• Groupon advertising 
agreements provide for a 
share of revenues 

• Tips: 

• Disclaimers 

• Alternative services for value 



KEY CONCEPTS... 

• Can't mislead 

• Commercial Speech 

• Call to action 

• Testimonials 

• Client Solicitation 

• Promising Results 

• Embellishment 

• Superlatives 

• Don’t give legal advice 

• Informational purposes 

• Professionalism 



ON THE HORIZON... 

• Mobile technology 

• Other social platforms 

• Consumer-facing non-lawyer 
providers of legal products 

• Rules changes 

• ABA 20/20 

• Geographic/demographic 
based advertising 

• Changing face of profession 



CLOSING THOUGHTS 



QUESTIONS?? 



THE END... 
BILL FERREIRA, ESQ. 

BILL@MAINCOUNSEL.COM 
WWW.MAINCOUNSEL.COM 

http://www.maincounsel.com


Social Media:  
Developing Issues 

Steven M. Richman, Esq. 
New York, NY  

May 2015 
smrichman@duanemorris.com 



Overview 

• Social media now permeates all aspects of life, 
across generations, geography and industries 

• Generally involves software platforms that 
allow sharing of information, real time 
exchanges, use of links and cross references, 
images 

• It does not change basic legal or ethical 
principles, but heightens the risks 



Rules of Professional Conduct 

• Various rules and principles across borders may be 
applicable 

• These include primarily issues of confidentiality, 
conflict of interest, duties to former clients, 
truthfulness in statements to others, communication to 
persons represented by counsel, dealing with 
unrepresented persons, solicitation and contact with 
prospective clients , formation of attorney-client 
relationship, respect for rights of third persons, 
unauthorized practice of law, advertising and 
communication of specialty of practice 



Confidentiality 

• Rule 1.6 Confidentiality Of Information 
• (a) A lawyer shall not reveal information 

relating to the representation of a client 
unless the client gives informed consent, the 
disclosure is impliedly authorized in order to 
carry out the representation or the disclosure 
is permitted by paragraph (b). 
 



Old Wine, New Bottles 

• Do not talk in lavatories or elevators 
• Who “overhears” you on social media 
• Note rule 1.6(c): 
• “A lawyer shall make reasonable efforts to 

prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, 
information relating to the representation of a 
client.” 
 



What Might Happen? 

• The lawyer answers a question about a point 
of law and the questioner acts on it 

• A lawyer talks about a “hypothetical” with no 
names that the real client nonetheless 
recognizes and believes confidentiality was 
breached 

• The lawyer “friends” an adverse party or fails 
to “unfriend” an adverse party 

• Many other possible scenarios 



Hypothetical 

• You post on linkedin discussion group: 
• “I have the following situation.  No names, but 

Client wants to break a lease.  Landlord has done 
A, B and C.  Client wants to argue X and Y, but I’m 
not sure Y is legally valid.  Anyone try that? 

• How do you know Landlord or Landlord’s 
attorney doesn’t have access to that?  

• Not only breach, but possibly opened up issues 
for discovery, even if you abandon Y. 



Illinois v. Peshek, 201 

• She published blog with information regarding 
her legal work 

• suspended from the practice of law for sixty (60) 
days. 

• Violations of Rule 1.6: “Respondent knew or 
should have known that information contained in 
her [date] blog, as described in paragraph [  ], 
above, was confidential, or that it had been 
gained in the professional relationship and the 
revelation of it would be embarrassing or 
detrimental to her client.” 



Complaint Allegation 1: 
• On or about March 14, 2008, Respondent represented a 

college student in relation to allegations that he possessed 
a controlled substance. On March 14, 2008, Respondent 
published the following entry on her blog: 
 

• #127409 (the client's jail identification number) This stupid 
kid is taking the rap for his drug-dealing dirtbag of an older 
brother because "he's no snitch." I managed to talk the 
prosecutor into treatment and deferred prosecution, since 
we both know the older brother from prior dealings 
involving drugs and guns. My client is in college. Just goes 
to show you that higher education does not imply that you 
have any sense. 
 



Complaint Allegation 2 
• On or about March 28, 2008, Respondent represented 

a diabetic client in relation to his drug charges. On 
March 28, 2008, Respondent published the following 
entry on her blog: 

• "Dennis," the diabetic whose case I mentioned in 
Wednesday's post, did drop as ordered, after his court 
appearance Tuesday and before allegedly going to the 
ER. Guess what? It was positive for cocaine. He was 
standing there in court stoned, right in front of the 
judge, probation officer, prosecutor and defense 
attorney, swearing he was clean and claiming 
ignorance as to why his blood sugar wasn't being 
managed well. 
 



Complaint Allegation 3 
• On or about April 9, 2008, Respondent represented a 

woman in relation to allegations that she had violated 
the terms of a previous order of probation. On April 9, 
2008, Respondent published the following entry on her 
blog: 

• [extended description with details, inclduing use of 
painkillers, noting “It's a moderately decent painkiller, 
but after a day or 2, any opiate-type "high" is long gone 
- at least for most people I know. I've used it off and on 
for years and I've never noted any "craving" or any 
other significant effect when I stop. I can't imagine why 
someone would get "addicted" to the stuff.” 



Fraud 

• She was also disciplined for violating Rule 
1.2(g) for  failing to call upon a client to rectify 
a fraud that the client perpetrated on the 
court 



Advertising and Testimonials 

• California Formal Opinion 2012-186: 
– Posting on social media website is subject to rules of 

professional conduct 
– Can be “communication” or “advertising”  or 

“testimonial” within the rules 
– E.g. post: “Case finally over. Unanimous verdict! 

Celebrating tonight.”—NOT communication 
– “Another great victory in court today! My client is 

delighted. Who wants to be next?” Communication 
AND testimonial in violation of Rules 



“Anything you say . . . “ 
• Winter v. Abbott Laboratories, S.D. Ohio, 2012 
• Defendant claimed plaintiff stole trade secrets 
• Linkedin description by Winter held against him: 
• “Though the real potential of destroyed evidence is enough to show 

irreparable harm, this Court also finds that potential disclosure of the 
information Winter took away from Abbott constitutes a legitimate threat 
of harm. Citing to Winter's LinkedIn® profile available on the Internet, 
Abbott observes that Winter is holding himself out to the public as a 
"Patent Strategy Consultant," describing his practice as providing 
"seminars and workshops to educate and motivate scientists and 
engineers to develop and extract commercially significant and patentable 
inventions from their new products and technology." (Mot. For TRO, Ex. E, 
ECF No. 17-6.) The description of such a practice is similar enough to what 
he did for Abbott that Abbott argues the "inevitable disclosure doctrine" is 
in play, particularly if Winter is working with clients who develop nutrition 
products 



“Friends” 
• San Diego County Bar Legal Ethics Opinion 2011-2: 
• “rules bar an attorney from making an ex parte friend 

request of a represented party. An attorney’s ex parte 
communication to a represented party intended to 
elicit information about the subject matter of the 
representation is impermissible no matter what words 
are used in the communication and no matter how that 
communication is transmitted to the represented 
party.  We have further concluded that the attorney’s 
duty not to deceive prohibits him from making a friend 
request even of unrepresented witnesses without 
disclosing the purpose of the request.” 



Judges 

• ABA Formal Opinion 462: 
• “A judge may participate in electronic social 

networking, but as with all social relationships 
and contacts, a judge must comply with 
relevant provisions of the Code of Judicial 
Conduct and avoid any conduct that would 
undermine the judge’s independence, 
integrity, or impartiality, or create an 
appearance of impropriety.” 



Judges (cont’d) 

• California Judges Association Judicial Ethics 
Opinion 66: 

• Judge may be member of social media 
network provided adhere to rules governing 
public comment on pending cases, do not 
impugn impartiality or demean the office, do 
not engage in impermissible political activity 
or lend prestige of office. 



Opinion 66 (cont’d) 

• Can include in that network lawyers appearing 
before him/her, provided maintain impartiality 
and not constitute ex parte communications 

• CANNOT include lawyers who have case 
pending before the judge in the social media 
networking 



A Linkedin Aside 

• In re Advisory Letter No. 3-11 and Opinion No. 
12-08, NJ Supreme Court, 2013: 

• Extrajudicial activity of municipal court judge 
as stand up comedian barred for as long as he 
is on bench; among evidence cited was 
linkedin reference to judge as cast member in 
a reality show. 



Jurors 

• ABA Formal Opinion 466: 
• Lawyer can review juror or potential juror’s 

social media page but not communicate 
directly 

• Cannot send access request 
• If juror “pinged” or becomes aware, not 

deemed an improper communication 



Jurors (cont’d) 

• New York City Bar Formal Opinion 2012-2: 
• Lawyers can use social media to research jurors 

subject to limitations on communications with 
jurors or prospective jurors and prohibitions on 
deception to obtain information 

• NY County Lawyers Association No. 743: 
• Pretrial search allowed subject to no contact or 

communication and no attempt to “friend” potential 
juror and no deceit 

 



Specialties 

• New York State Bar Association Ethics Opinion 
972: 
– Law firm cannot list its services under a 

“Specialties” heading on social media site 
– Lawyer cannot do so unless so certified 

  



“Linkedin” Endorsements 

• “a lawyer who adopts or endorses information 
on any similar web site becomes responsible for 
conforming all information in the lawyer’s listing 
to the Rules of Professional Conduct. 
Martindale-Hubbell, SuperLawyers, LinkedIn, 
Avvo, and other such websites may place their 
own informational listing about a lawyer on their 
websites without the lawyer’s knowledge or 
consent, and allow lawyers to take over their 
listings. The language employed by the website 
for claiming a listing is irrelevant.” South Carolina 
Bar Ethics Advisory Opinion 09-10 



South Carolina Opinion 

• 1) Yes, a lawyer may claim the website listing, but 
all information contained therein (including peer 
endorsements, client ratings, and Company X 
ratings) are subject to the rules governing 
communication and advertising once the lawyer 
claims the listing. 

• 2) A lawyer may invite peers to rate the lawyer 
and may invite and allow the posting of peer and 
client comments, but all such comments are 
governed by the Rules of Professional Conduct, 
and the lawyer is responsible for their content. 
 



S.C. Opinion: Client comments 
• “Client comments may violate Rule 7.1 depending on 

their content. 7.1(d) prohibits testimonials, and 7.1(d) 
and (b) ordinarily also prohibit client endorsements. 
See Cmt. 1. In the Committee’s view, a testimonial is a 
statement by a client or former client about an 
experience with the lawyer, whereas an endorsement 
is a more general recommendation or statement of 
approval of the lawyer. A lawyer should not solicit, nor 
allow publication of, testimonials. A lawyer should also 
not solicit, nor allow publication of, endorsements 
unless they are presented in a way that is not 
misleading nor likely to create unjustified 
expectations.” 



Connecticut Bar Association Professional Ethics 
Committee Informal Opinion 2012-03) 

• Ethical for a lawyer to (1) direct clients to the 
client rating portion of Martidale.com's 
website to rate the requestor, provided not 
instruct or suggest “ fale or misleading” 
information,  or give “something of value” for 
it 

• Ethical to permit client ratings to appear in the 
lawyer's Martindale Hubbell listing, as long as 
not “false or misleading”. 



Distinction between What Layer 
Controls 

• “any portion of the lawyer's Martindale.com listing that the lawyer 
drafts or edits is advertising by the lawyer. By drafting or editing a 
portion of one's listing, the lawyer takes responsibility for that 
content and must abide by Rules 7.1 and 7.2. The client review 
portion of Martindale.com, however, is not (or at least should not 
be) written by the lawyer, and the lawyer has no control over its 
content except the ability comment on a client review or to 
suppress all client reviews.  

• In the Committee's view, the client review portion of a lawyer's or 
law firm's Martindale.com listing is not advertising by the lawyer 
and is not subject to the requirements of Rules 7.1 and 7.2 unless 
the lawyer plays a role in shaping the content of a client review or 
posts a comment about a review.” 



What About Avvo? 

• “Other websites, too, permit clients to publish 
narrative comments about their lawyers without 
the lawyers' input or approval. The Committee 
does not view it as the lawyer's responsibility to 
scour the internet to ensure that all client 
comments comply with Rules 7.1 and 7.2 or to 
take action to ensure that comments that do not 
comply with those rules are removed or edited. 
Obligations under Rule 7.1 and 7.2 arise only 
when the lawyer has a hand in creating, shaping 
or publishing online client reviews. 



Rule 7.1 

• A lawyer shall not make a false or misleading 
communication about the lawyer or the 
lawyer's services. A communication is false or 
misleading if it contains a material 
misrepresentation of fact or law, or omits a 
fact necessary to make the statement 
considered as a whole not materially 
misleading. 



Rule 7.2 

• Advertising: permissible, but can’t give 
anything of value to recommend the lawyer 



Rule 7.4 
• Rule 7.4: Communication of Fields of Practice & Specialization 
• (a) A lawyer may communicate the fact that the lawyer does or does not 

practice in particular fields of law. 
• (b) A lawyer admitted to engage in patent practice before the United 

States Patent and Trademark Office may use the designation "Patent 
Attorney" or a substantially similar designation. 

• (c) A lawyer engaged in Admiralty practice may use the designation 
"Admiralty," "Proctor in Admiralty" or a substantially similar designation. 

• (d) A lawyer shall not state or imply that a lawyer is certified as a specialist 
in a particular field of law, unless: 

• (1) the lawyer has been certified as a specialist by an organization that has 
been approved by an appropriate state authority or that has been 
accredited by the American Bar Association; and 

• (2) the name of the certifying organization is clearly identified in the 
communication. 



Third Party Information 

• Oregon State Bar Formal Opinion 2013-189: 
• Lawyer may review someone’s publicly 

available information on social networking site 
• Ability to request access to non-public 

information, subject to rules regarding contact 
with unrepresented parties 

• Ability to use computer alias when requesting 
information, subject to restrictions on 
deception 



Third Party Information (cont’d) 

• New York City Bar Ass’n Formal Op. 2010-2: 
• “a lawyer may not use deception to access 

information from a social networking 
webpage. Rather, a lawyer should rely on the 
informal and formal discovery procedures 
sanctioned by the ethical rules and case law to 
obtain relevant evidence.” 



Third Party Information (cont’d) 
• New York State Bar Ass’n Op. # 843: 
• “A lawyer who represents a client in a pending litigation, 

and who has access to the Facebook or MySpace network 
used by another party in litigation, may access and review 
the public social network pages of that party to search for 
potential impeachment material.   As long as the lawyer 
does not "friend" the other party or direct a third person to 
do so, accessing the social network pages of the party will 
not violate Rule 8.4 (prohibiting deceptive or misleading 
conduct), Rule 4.1 (prohibiting false statements of fact or 
law), or Rule 5.3(b)(1) (imposing responsibility on lawyers 
for unethical conduct by nonlawyers acting at their 
direction).” 
 



Third Party Information (cont’d) 

• The Philadelphia Bar Association Professional 
Guidance Committee Opinion 2009-02 

• “The fact that access to the pages may readily 
be obtained by others who either are or are 
not deceiving the witness, and that the 
witness is perhaps insufficiently wary of deceit 
by unknown internet users, does not mean 
that deception at the direction of the inquirer 
is ethical.” 



Use of Discovery Mechanisms 

• Romano v. Steel Case Inc., 2010 NY Slip. Op. 
32645 (U) (Suffolk County 2010): 

• Held that plaintiffs who place their physical 
condition in controversy may not shield from 
disclosure material which is necessary to the 
defense of the action, and that it was public 
information that clearly belied the plaintiff’s 
claims, showing a need to get to the non-
public pages. 



Further Caveats regarding Judges 

• Rule 3.6:  
• a) A lawyer who is participating or has 

participated in the investigation or litigation of a 
matter shall not make an extrajudicial statement 
that the lawyer knows or reasonably should know 
will be disseminated by means of public 
communication and will have a substantial 
likelihood of materially prejudicing an 
adjudicative proceeding in the matter. 
 



Florida Bar v. Conway 

• In a blog, Conway “criticized Judge Cheryl 
Aleman's practice of setting unreasonably 
short time periods for criminal defendants to 
prepare for trial.  In the post, Conway referred 
to Judge Aleman as an ‘evil, unfair witch’ and 
indicated that she was ‘seemingly mentally 
ill.’“  

• Fined $1,200 
• Digital Media Law Project 9/19/2008 



Concluding Comments 

• Access to information available on social 
media can also be sought through formal 
discovery and if need be, by court order with 
appropriate protections in place 

• The use of digital media does not change the 
rules regarding non-digital media 

• Opinions may be binding or advisory, and 
differ from jurisdictions to jurisdiction 

 



 

 

SOCIAL MEDIA ETHICS GUIDELINES 
OF THE 

COMMERCIAL AND FEDERAL LITIGATION SECTION 

OF THE 

NEW YORK STATE BAR ASSOCIATION 

 

MARCH 18, 2014 

 

Gregory K. Arenson, Section Chair 
Mark A. Berman, Co-Chair of the Social Media Committee 

Ignatius A. Grande, Co-Chair of the Social Media Committee 
 

Opinions expressed are those of the Section preparing 
this report and do not represent those of the New York State Bar 
Association unless and until the report has been adopted by the 

Association’s House of Delegates or Executive Committee. 
 

 
 

Reprinted by permission of the New York State Bar Association



 

PREPARED BY 
 

THE SOCIAL MEDIA COMMITTEE OF  
THE COMMERCIAL AND FEDERAL LITIGATION SECTION 

 
 

CO-CHAIRS 
 

Mark A. Berman, Esq. 
Ganfer & Shore LLP 

 
Ignatius A. Grande, Esq. 

Hughes Hubbard & Reed LLP 
 

SECRETARY 
 

Aaron E. Zerykier 
Farrell Fritz, PC 

 
MEMBERS 

 

Monique Altheim 
Craig Brown 

Damian R. Cavaleri 
Adam I. Cohen 
Philip Cohen 

Tarique N. Collins 
John F. Curran 

Joseph V. DeMarco 
Jonathan E. DeMay 
Renuka Drummond 

Jonathan I. Ezor 
David Hamilton 

Ronald J. Hedges 
David Paul Horowitz 

David Jaroslawicz 

Karin Scholz Jenson 
Shawndra G. Jones 

Jessie A. Kuhn 
Janelle Lewis 
Scott Malouf 

Lynn M. Marvin 
Marc Melzer 

Jason S. Oliver 
Michael Parker 
Peter J. Pizzi 

Phyllis Sambuco 
Gina M. Sansone 

Brendan Schulman 
Maryanne Stanganelli 

Dan Toshiki Szajngarten 
Deirdre E. Tracey 

i 
 

Reprinted by permission of the New York State Bar Association



TABLE OF CONTENTS 

Page 

Members of the Social Media Committee ....................................................................................... i 

Table of Contents ............................................................................................................................ ii 

Introduction ..................................................................................................................................... 1 

Guideline No. 1    Attorney Advertising .......................................................................................... 3 

Guideline No. 2    Furnishing of Legal Advice Through Social Media .......................................... 6 

Guideline No. 3    Review and Use of Evidence from Social Media ............................................. 8 

Guideline No. 4    Ethically Communicating with Clients ........................................................... 11 

Guideline No. 5    Researching Social Media Profiles or Posts of Prospective and Sitting  
                   Jurors and Reporting Juror Misconduct .......................................................... 15 
 
Appendix  --  Definitions  ............................................................................................................. 18 

 

 
 

ii 
 

Reprinted by permission of the New York State Bar Association



 

INTRODUCTION 
  
 Social media networks such as LinkedIn, Twitter and Facebook are becoming indispensable 
tools used by legal professionals and those with whom they communicate. Particularly, in 
conjunction with the expansion of mobile technologies in the legal profession, social media 
platforms have transformed the ways in which lawyers communicate.  As use of social media by 
lawyers and clients continues to grow and as social media networks proliferate and become more 
technologically advanced, so too do the ethical issues facing lawyers.  Accordingly, the Commercial 
and Federal Litigation Section of the New York State Bar Association developed these social media 
ethics guidelines (the “Guidelines”) to assist lawyers in understanding the ethical challenges of 
social media. 
 
 These Guidelines are merely that, and are not “best practices.”  The world of social media is 
a nascent area that is rapidly changing and “best practices” will continue to evolve to keep pace with 
such developments.  Moreover, there may be no single set of “best practices” where there are 
multiple ethics code throughout the United States that govern lawyers’ conduct.  In fact, even where 
jurisdictions have identical ethics rules, ethics opinions addressing a lawyer’s permitted use of 
social media may differ due to varying jurisdictions’ different social mores, population bases and 
historical approaches to their own ethics rules and opinions.  We specifically note this because New 
York State ethics rules and opinions sometimes take different approaches from other jurisdictions 
with the same or similar ethics rules. 
 

These Guidelines are predicated upon the New York Rules of Professional Conduct 
(“NYRPC”) and ethics opinions interpreting them.  However, illustrative ethics opinions from other 
jurisdictions may be referenced where, for instance, a New York ethics opinion has not addressed a 
certain situation or where another jurisdiction’s ethics opinion differs from New York’s 
interpretation of the NYRPC.  In New York State, ethics opinions are issued not just by the New 
York State Bar Association, but by local bar associations located throughout New York.1   

 
Lawyers need to appreciate that social media communications that reach across multiple 

jurisdictions may implicate other states’ ethics rules.  Lawyers should ensure compliance with the 
ethical requirements of each jurisdiction in which they practice, which may vary considerably.  
 
 Lawyers must be conversant with the nuances of each social media network the lawyer or 
his or her client may use. This is a serious challenge that lawyers must appreciate and cannot take 
lightly.   
 

[Lawyers must] understand the functionality of any social media service she intends 
to use for . . . research.  If an attorney cannot ascertain the functionality of a website, 
the attorney must proceed with great caution in conducting research on that 
particular site.2 

1  A breach of an ethics rule is not enforced by bar associations, but by the appropriate disciplinary bodies. 
Ethics opinions are not binding in disciplinary proceedings, but may be used as a defense in certain circumstances.  
 
2  Ass’n of the Bar of the City of New York Comm. on Prof’l and Jud. Ethics (“NYCBA”), Formal Op. 2012-
2 (2012). 
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Indeed, the comment to Rule 1.1 to the Model Rules of Professional Conduct of the 

American Bar Association was recently amended to provide: 
 

To maintain the requisite knowledge and skill, a lawyer should keep abreast of 
changes in the law and its practice, including the benefits and risks associated 
with relevant technology, engage in continuing study and education and comply 
with all continuing legal education requirements to which the lawyer is subject.3 
 
Lawyers appreciate that one of the best ways to investigate and obtain information about a 

party, witness, or juror, without having to engage in formal discovery, is to review that person’s 
social media account, profile, or posts.  Lawyers must remember, however, that ethics rules and 
opinions govern whether and how a lawyer may view such social media communications.  
Unintended social media communications have ethical consequences when conducting research.  
For example, by viewing someone’s social media profile on a network, such as LinkedIn, a lawyer 
may cause the holder of the account to be automatically notified by such network of the attempted 
or actual viewing of the profile.   
 
 Further, because social media communications are often not just directed at a single person 
but at a group of people, attorney advertising rules and other related issues raise ethical concerns.  It 
is not always readily apparent that a lawyer’s social media communications may constitute 
prohibited “attorney advertising.”  Similarly, privileged information may be unintentionally 
divulged beyond the intended recipient when a lawyer communicates to a group using social media.  
Lawyers must be cognizant when a social media communication might create an unintended 
attorney-client relationship.  There are also ethical obligations with regard to a lawyer counseling 
clients about their social media posts and the removal or deletion of them, which may be subject to 
litigation or regulatory preservation obligations. 
 
 Throughout these Guidelines, the terms “website,” “account,” “profile,” and “post” are 
referenced in order to highlight sources of electronic data which might be viewed by a lawyer, and 
the definition of these terms no doubt will change and new ones will be created as technology 
advances.  However, such terms for purposes of complying with these Guidelines are functionally 
interchangeable and a reference to one should be viewed as a reference to each for ethical 
considerations. 
 
 References to the applicable provisions of the NYRPC and references to relevant ethics 
opinions are noted after each guideline.  Finally, definitions of certain terminology used in the 
Guidelines are set forth in the Appendix. 

 
  

 
3  American Bar Ass’n Model Rules of Prof. Conduct, Rule 1.1. 
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1. ATTORNEY ADVERTISING 
  
Guideline No. 1.A   Applicability of Advertising Rules 
 
 A lawyer’s social media profile that is used only for personal purposes (i.e., to maintain 
contact with friends and family) is not subject to attorney advertising and solicitation rules.  
However, a social media profile that a lawyer primarily uses for the purpose of her and her 
law firm’s business is subject to such rules.4 
 
NYRPC 1.0, 7.1, 7.3. 
 

Comment:   Whether a social media account is primarily used for legal or marketing 
purposes of the lawyer or her law firm is a question of fact.  In the case of a lawyer’s 
profile on a hybrid account that, for instance, is used for multiple purposes, it would 
be prudent for the lawyer to assume that the attorney advertising and solicitation 
rules apply. 
 
 A lawyer’s post, including a “Tweet,” that is used to promote the lawyer’s 
legal services or the services of the law firm for which the lawyer works is subject to 
the ethical rules where the post’s primary purpose is to bring in or retain legal 
business.  In order to satisfy Twitter’s 140-character limitation, lawyers may utilize 
commonly recognized abbreviations for information that is required in attorney 
advertisements. 

 
 
Guideline No. 1.B:  Prohibited Use of “Specialists” on Social Media 
 
 Lawyers and law firms shall not advertise areas of practice under headings in social 
media platforms that include the terms “specialist,” unless the lawyer is certified by the 
appropriate accrediting body in the particular area.5 
 
NYRPC 7.4. 
 

Comment:  To avoid making prohibited statements about a lawyer’s qualifications 
under a specific heading or otherwise, a lawyer should use objective information and 
language to convey information about the lawyer’s experience.  Examples of such 

4  See also Virginia State Bar, Quick Facts about Legal Ethics and Social Networking (last updated Feb. 22, 
2011); Cal. State Bar Standing Comm. on Prof’l Resp. and Conduct, Formal Op. No. 2012-186 (2012). 
 
5  See New York State Bar Ass’n Comm. on Prof’l Ethics (“NYSBA”), Op. 972 (2013).  See also Florida Bar 
Advisory Advertising Op. (Sept. 11, 2013). But see N.H. Bar Ass’n, Ethics Corner (June 21, 2013) (“[Y]ou may list 
your areas of practice under Skills and Expertise, so long as you are careful not to identify yourself as a specialist.  
Also, be mindful that LinkedIn sometimes changes its headings.  The profile section now identified as ‘Skills and 
Expertise’ used to be ‘Specialties,’ and listing your areas of practice as ‘Specialties’ could be problematic.”). 
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information include the number of years in practice and the number of cases handled 
in a particular field or area.6   
 
 If the social media network, such as LinkedIn, does not permit otherwise 
ethically prohibited “pre-defined” headings, such as “specialist,” to be modified, the 
lawyer shall not identify herself under such heading unless appropriately certified.  
New York has not addressed whether a lawyer or law firm could, consistent with 
NYRPC Rule 7.4(a), “list practice areas under other headings such as “Products & 
Services” or “Skills and Expertise.”7  However, a lawyer may include information 
about the lawyer’s experience elsewhere, such as under another heading or in an 
untitled field that permits biographical information to be included.  Certain states 
have issued ethics opinions prohibiting lawyers from listing their practice areas not 
only under “specialist,” but also under headings including expert.8  
 
 A limited exception to identification as a specialist may exist for individual 
lawyers who are certified “by a private organization approved for that purpose by 
the American Bar Association” or by an “authority having jurisdiction over 
specialization under the laws of another state or territory.”9  For example, 
identification of such traditional titles as “Patent Attorney” or “Proctor in 
Admiralty” are permitted for lawyers entitled to use them.   

 
 

Guideline No. 1.C:  Lawyer Solicitation to View Social Media and a Lawyer’s Responsibility 
to Monitor Social Media Content 
 
 When inviting others to view a lawyer’s social media network, account, or profile, a 
lawyer must be mindful of the traditional ethical restrictions relating to solicitation and the 
recommendations of lawyers.10   
 

A lawyer is responsible for all content that the lawyer posts on her social media 
website or profile.  A lawyer is not responsible for information that another person, who is not 
an agent of the lawyer, posts on a lawyer’s website, unless the lawyer prompts such person to 
post the information or otherwise uses such person to circumvent the ethics rules concerning 
advertising.   

 

6  See also Phila. Bar Ass’n Prof’l Guidance Comm., Op. 2012-8 (2012) (citing Pa. Bar Ass’n Comm. on 
Legal Ethics and Prof’l Responsibility, Formal Op. 85-170 (1985)). 
 
7  NYSBA Op. 972 (2013). 
 
8  Fl. Bar Advisory Advertising Op. (Sept. 11, 2013) (prohibiting attorneys from listing practice areas under 
the “Skills & Expertise” heading in LinkedIn). 
 
9  NYPRC 7.4(c). 
 
10  See also Fl. Bar Standing Comm. on Advertising, Guidelines for Networking Sites (revised Apr. 16, 2013). 
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A lawyer has a duty to monitor her social media profile, as well as blogs, for comments 
and recommendations to ensure compliance with ethics rules.  If a person who is not an agent 
of the lawyer unilaterally posts content to the lawyer’s social media website or profile that 
does not comply with ethics rules, the lawyer must remove such content if such removal is 
within the lawyer’s control and, if not within the lawyer’s control, she must ask that person to 
remove it.11 
 
NYRPC 7.1, 7.2, 7.3, 7.4. 
 

Comment:  While a lawyer is not responsible for a post made by a person who is not 
an agent of the lawyer, a lawyer’s obligation not to disseminate, use or participate in 
the dissemination or use of advertisements containing misleading, false or deceptive 
statements includes a duty to remove information from the lawyer’s social media 
profile where that information does not comply with applicable ethics rules.  If a 
post cannot be removed, consideration must be given as to whether a curative post 
needs to be made.  Although social media communications tend to be far less formal 
than typical communications to which ethics rules have historically applied, they 
apply with the same force and effect to social media postings. 
 

 

11  See also id.; Phila. Bar Assn. Prof’l Guidance Comm., Op. 2012-8 (2012); Virginia State Bar, Quick Facts 
about Legal Ethics and Social Networking (last updated Feb. 22, 2011). 
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2. FURNISHING OF LEGAL ADVICE THROUGH SOCIAL MEDIA 
 
Guideline No. 2.A:  Provision of General Information 
 
 A lawyer may provide general answers to legal questions asked on social media.  A 
lawyer, however, cannot provide specific legal advice on a social media network because a 
lawyer’s responsive communications may be found to have created an attorney-client 
relationship and legal advice also may impermissibly disclose information protected by the 
attorney-client privilege. 
 
NYRPC 1.0, 1.4, 1.6, 7.1, 7.3. 
 
 Comment:  An attorney-client relationship must knowingly be entered into by a client and 
lawyer, and informal communications over social media could unintentionally result in a client 
believing that such a relationship exists.  If an attorney-client relationship exists, then ethics rules 
concerning, among other things, the disclosure over social media of information protected by the 
attorney-client privilege to individuals other than to the client would apply. 
 
Guideline No. 2.B:  Public Solicitation is Prohibited Through “Live” Communications 
 
 Due to the “live” nature of real-time or interactive computer-accessed 
communications,12 which includes, among other things, instant messaging and 
communications transmitted through a chat room, a lawyer may not “solicit”13 business from 
the public through such means.14  If a potential client initiates a specific request seeking to 

12  “Computer-accessed communication” is defined by NYRPC 1.0(c) as “any communication made by or on 
behalf of a lawyer or law firm that is disseminated through the use of a computer or related electronic device, 
including, but not limited to, web sites, weblogs, search engines, electronic mail, banner advertisements, pop-up and 
pop-under advertisements, chat rooms, list servers, instant messaging, or other internet presences, and any 
attachments or links related thereto.”  The official comments to NYRPC 7.3 advise: “Ordinary email and web sites 
are not considered to be real-time or interactive communication.  Similarly, automated pop-up advertisements on a 
website that are not a live response are not considered to be real-time or interactive communication.  Instant 
messaging, chat rooms, and other similar types of conversational computer-accessed communication are considered 
to be real-time or interactive communication.” 
 
13  “Solicitation” means “any advertisement initiated by or on behalf of a lawyer or law firm that is directed 
to, or targeted at, a specific recipient or group of recipients, or their family members or legal representatives, the 
primary purpose of which is the retention of the lawyer or law firm, and a significant motive for which is pecuniary 
gain. It does not include a proposal or other writing prepared and delivered in response to a specific request of a 
prospective client.”  NYRPC 7.3(b). 
 
14  See NYSBA Op. 899 (2011). Ethics opinions in a number of states have addressed chat room 
communications.  See also Ill. State Bar Ass’n, Op. 96-10 (1997); Michigan Standing Comm. on Prof’l and Jud. 
Ethics, Op. RI-276 (1996); Utah State Bar Ethics Advisory Opinion Comm., Op. 97-10 (1997); Va. Bar Ass’n 
Standing Comm. on Advertising, Op. A-0110 (1998); W. Va. Lawyer Disciplinary Bd., Legal Ethics Inquiry 98-03 
(1998). 
 
 The Philadelphia Bar Ass’n, however, has opined that, under the Pennsylvania Rules of Professional 
Conduct, which are different from the NYRPC, solicitation through a chat room is permissible, because it is more 
akin to targeted direct mail advertisements, which are allowed under Pennsylvania’s ethics rules.  See Phila. Bar 
Ass’n Prof’l Guidance Comm., Op. 2010-6 (2010).  
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retain a lawyer during real-time social media communications, a lawyer may respond to such 
request.  However, such response must be sent through non-public means and must be kept 
confidential, whether the communication is electronic or in some other format.  Emails and 
solicitation on a website are not considered real-time or interactive communications.  This 
guideline does not apply if the recipient is a close friend, relative, former client, or existing 
client: although ethics rules would otherwise apply to such communications.  
 
NYRPC 1.0, 1.4, 1.6, 1.7, 1.8, 7.1, 7.3. 
 
 Comment:  Answering general questions on the Internet is analogous to writing for 

any publication on a legal topic.15  “Standing alone, a legal question posted by a 
member of the public on real-time interactive Internet or social media sites cannot be 
construed as a ‘specific request’ to retain the lawyer.”16   In responding to questions, 
a lawyer may not provide answers that appear applicable to all apparently similar 
individual problems because variations in underlying facts might result in a different 
answer.17  A lawyer should be careful in responding to an individual question on 
social media as it might establish an attorney-client relationship, probably one 
created without a conflict check, and, if the response over social media is viewed by 
others beyond the intended recipient, it may disclose privileged or confidential 
information.18 

 
  A lawyer is permitted to accept employment that results from participating in 

“activities designed to educate the public to recognize legal problems.”19  As such, if 
a potential client initiates a specific request to retain the lawyer resulting from real-
time Internet communication, the lawyer may respond to such request as noted 
above.20  However, such communications should be sent solely to that potential 
client. If, however, the requester does not provide his or her personal contact 
information when seeking to retain the lawyer or law firm, consideration should be 
given by the lawyer to respond in two steps:  first, ask the requester to contact the 
lawyer directly not through a real-time communication, but instead by email, 
telephone, etc., and second, the lawyer’s actual response should not be made through 
a real time communication.21 

 
15  See NYSBA Op. 899 (2011). 
 
16  See id. 
 
17  Id. 
 
18  Id. 
 
19  See id. 
 
20  Id. 
 
21  Id. 
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3. REVIEW AND USE OF EVIDENCE FROM SOCIAL MEDIA  
 
Guideline No. 3.A:   Viewing a Public Portion of a Social Media Website 
 
 A lawyer may view the public portion of a person’s social media profile or public posts 
even if such person is represented by another lawyer.  However, the lawyer must be aware 
that certain social media networks may send an automatic message to the person whose 
account is being viewed which identifies the person viewing the account as well as other 
information about such person.  
 
NYRPC 4.1, 4.2, 4.3, 5.3, 8.4. 
 

Comment:  A lawyer is ethically permitted to view the public portion of a person’s 
social media website, profile or posts, whether represented or not, for the purpose of 
obtaining information about the person, including impeachment material for use in 
litigation.22  Public means information available to anyone viewing a social media 
network without the need for permission from the person whose account is being 
viewed.  Public information includes content available to all members of a social 
media network and content that is accessible without authorization to non-members. 
 
 However, unintentional communications with a represented party may occur 
if a social media network automatically notifies that person when someone views 
her account.  The social media network may also allow the person whose account 
was viewed to see the entire profile of the viewing lawyer or her agent.  Such 
automatic messages, as noted below, have been specifically found to lead to an 
ethical violation when seeking to investigate or monitor jurors. 

 
 
Guideline No. 3.B:  Contacting an Unrepresented Party to View a Restricted Portion of a 
Social Media Website 
 
 A lawyer may request permission to view the restricted portion of an unrepresented 
person’s social media website or profile.  However, the lawyer must use her full name and an 
accurate profile, and she may not create a different or false profile in order to mask her 
identity.  If the person asks for additional information from the lawyer in response to the 
request that seeks permission to view her social media profile, the lawyer must accurately 
provide the information requested by the person or withdraw her request.   
 
NYRPC 4.1, 4.3, 8.4. 
 

22  See NYSBA Op. 843 (2010). 
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Comment:  It is permissible for a lawyer to join a social media network to obtain 
information concerning a witness.23  The New York City Bar Association has 
opined, however, that a lawyer shall not “friend” an unrepresented individual using 
“deception.”24   
 

  In New York, there is no “deception” when a lawyer utilizes her “real name 
and profile” to send a “friend” request to obtain information from an unrepresented 
person’s social media account.25  In New York, the lawyer is not required to disclose 
the reasons for making the “friend” request.26   
 
 New Hampshire, however, requires that a request to a “friend” must “inform 
the witness of the lawyer’s involvement in the disputed or litigated matter,” the 
disclosure of the “lawyer by name as a lawyer” and the identification of “the client 
and the matter in litigation.”27  San Diego requires disclosure of the lawyer’s 
“affiliation and the purpose for the request.”28  Philadelphia notes that the failure to 
disclose that the “intent on obtaining information and sharing it with a lawyer for use 
in a lawsuit to impeach the testimony of the witness” constitutes an impermissible 
omission of a “highly material fact.”29  
 
 In Oregon, there is an opinion that, if the person being sought out on social 
media “asks for additional information to identify [the l]awyer, or if [the l]awyer has 
some other reason to believe that the person misunderstands her role, [the l]awyer 
must provide the additional information or withdraw the request.”30 
 

 
 

23  See also N.H. Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05 (2012). 
 
24  NYCBA Formal Op. 2010-2 (2010). 
 
25  Id. 
 
26  See id. 
 
27  N.H Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05 (2012). 
 
28  San Diego County Bar Ass’n Legal Ethics Comm., Op. 2011-2 (2011). 
  
29  Phila. Bar Ass’n Prof’l Guidance Comm., Op. Bar 2009-2 (2009). 
 
30  Oregon State Bar Comm. on Legal Ethics, Formal Op. 2013-189 (2013). 
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Guideline No. 3.C:  Viewing A Represented Party’s Restricted Social Media Website 
 
 A lawyer shall not contact a represented person to seek to review the restricted portion 
of the person’s social media profile unless an express authorization has been furnished by 
such person. 
 
NYRPC 4.1, 4.2. 
 

Comment:   Whether a person is represented by a lawyer, individually or through 
corporate counsel, is sometimes not clear under the facts and applicable case law.   
 
 The Oregon State Bar Committee has noted that “[a]bsent actual knowledge 
that the person is represented by counsel, a direct request for access to the person’s 
non-public personal information is permissible.”31  
 
 Caution should be used by a lawyer before deciding to view a potentially 
private or restricted social media account or profile of a represented person which 
the lawyer rightfully has a right to view, such as a professional group where both the 
lawyer and represented person are members or as a result of being a “friend” of a 
“friend” of such represented person. 
 

 
Guideline No. 3.D:  Lawyer’s Use of Agents to Contact a Represented Party 
 
 As it relates to viewing a person’s social media account, a lawyer shall not order or 
direct an agent to engage in specific conduct, or with knowledge of the specific conduct by 
such person, ratify it, where such conduct if engaged in by the lawyer would violate any ethics 
rules. 
 
NYRPC 5.3, 8.4. 
 

Comment:  This would include, inter alia, a lawyer’s investigator, legal assistant, 
secretary, or agent32 and could, as well, apply to the lawyer’s client.33  

 
 

31  Id.  See San Diego County Bar Ass’n Legal Ethics Comm., Op. 2011-2 (2011). 
 
32  See NYCBA Formal Op. 2010-2 (2010). 
 
33  See also N.H Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05 (2012). 
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4. ETHICALLY COMMUNICATING WITH CLIENTS 
 

Guideline No. 4.A:  Removing Existing Social Media Information 
 
 A lawyer may advise a client as to what content may be maintained or made private on 
her social media account, as well as to what content may be “taken down” or removed, 
whether posted by the client or someone else, as long as there is no violation of common law or 
any statute, rule, or regulation relating to the preservation of information.34  Unless an 
appropriate record of the social media information or data is preserved, a party or nonparty 
may not delete information from a social media profile that is subject to a duty to preserve.  
 
NYRPC 3.1, 3.3, 3.4, 4.1, 4.2, 8.4. 
 

Comment:  A lawyer must ensure that potentially relevant information is not 
destroyed “once a party reasonably anticipates litigation”35 or in accordance with 
common law, statute, rule, or regulation.  Failure to do so may result in sanctions.  
“[W]here litigation is anticipated, a duty to preserve evidence may arise under 
substantive law.  But provided that such removal does not violate the substantive law 
regarding the destruction or spoliation of evidence, there is no ethical bar to ‘taking 
down’ such material from social media publications, or prohibiting a client’s lawyer 
from advising the client to do so, particularly inasmuch as the substance of the 
posting is generally preserved in cyberspace or on the user’s computer.”36  When 
litigation is not pending or “reasonably anticipated,” a lawyer may more freely 
advise a client on what to maintain or remove from her social media profile.   
 
 A lawyer needs to be aware that the act of deleting electronically stored 
information does not mean that such information cannot be recovered through the 
use of forensic technology. This similarly is the case if a “live” posting is simply 
made “unlive.” 

 
 
 

34  New York County Lawyers’ Ass’n Comm. on Prof’l Ethics (“NYCLA”), Formal Op. 745 (2013). 

35  VOOM HD Holdings LLC v. EchoStar Satellite L.L.C., 93 A.D.3d 33, 939 N.Y.S.2d 321 (1st Dep’t 2012). 
 
36  NYCLA Formal Op. 745 (July 2, 2013). 
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Guideline No. 4.B:  Adding New Social Media Content  
 
 A lawyer may advise a client with regard to posting new content on a social media 
website or profile, as long as the proposed content is not known to be false by the lawyer.  A 
lawyer also may not “direct or facilitate the client's publishing of false or misleading 
information that may be relevant to a claim.” 37 

 
NYRPC 3.1, 3.3, 3.4, 4.1, 4.2, 8.4. 
 

Comment:  A lawyer may review what a client plans to publish on a social media 
website in advance of publication and guide the client appropriately, including 
formulating a policy on social media usage.  Subject to ethics rules, a lawyer 
may counsel the client to publish truthful information favorable to the client; 
discuss the significance and implications of social media posts (including their 
content and advisability); review how the factual context of a post may affect a 
person’s perception of the post; and how such posts might be used in a litigation, 
including cross-examination.  A lawyer may advise a client to consider the 
possibility that someone may be able to view a private social media profile 
through court order, compulsory process, or unethical conduct. 

 
 
Guideline No. 4.C:  False Social Media Statements 
 
 A lawyer is prohibited from proffering, supporting, or using false statements if she 
learns from a client’s social media posting that a client’s lawsuit involves the assertion of 
material false factual statement or evidence supports such a conclusion.38 
 
NYRPC 3.1, 3.3, 3.4, 4.1, 8.4. 
 

Comment:  A lawyer has an ethical obligation not to “bring or defend a 
proceeding, or assert or controvert an issue therein, unless there is a basis in law 
and fact for doing so that is not frivolous.”  NYRPC 3.1(a).  Frivolous conduct 
includes the knowing assertion of “material factual statements that are false.” 
NYRPC 3.1(b)(3).  See also NYRPC 3.3; 4.1 (“In the course of representing a 
client, a lawyer shall not knowingly make a false statement of fact or law to a 
third person.”). 
 

 

37  Id. 

38  Id. 
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Guideline No. 4.D:  A Lawyer’s Use of Client-Provided Social Media Information 
 
 A lawyer may review the contents of the restricted portion of the social media 
profile of a represented person that was provided to the lawyer by her client, as long as the 
lawyer did not cause or assist the client to: (i) inappropriately obtain confidential 
information from the represented person; (ii) invite the represented person to take action 
without the advice of his or her lawyer; or (iii) otherwise overreach with respect to the 
represented person. 
 
NYRPC 4.2. 
 

Comment:  One party may always seek to communicate with another party.   Where 
a “client conceives the idea to communicate with a represented party,” a lawyer is 
not precluded “from advising the client concerning the substance of the 
communication” and the “lawyer may freely advise the client so long as the lawyer 
does not assist the client inappropriately to seek confidential information or invite 
the nonclient to take action without the advice of counsel or otherwise to overreach 
the nonclient.”39 New York interprets “overreaching” as prohibiting “the lawyer 
from converting a communication initiated or conceived by the client into a 
vehicle for the lawyer to communicate directly with the nonclient.”40 
 
 NYRPC Rule 4.2(b) provides that, notwithstanding the prohibition under 
Rule 4.2(a) that a lawyer shall not “cause another to communicate about the 
subject of the representation with a party the lawyer knows to be represented,” 

 
a lawyer may cause a client to communicate with a represented 
person . . . and may counsel the client with respect to those 
communications, provided the lawyer gives reasonable advance 
notice to the represented person’s counsel that such 
communications will be taking place. 

 
 Thus, lawyers need to use caution when communicating with a client 
about her connecting to or “friending” a represented person and obtaining private 
information from that represented person’s social media site.  
 
 New Hampshire opines that a lawyer’s client may, for instance, send a 
“friend” request or request to follow a restricted Twitter feed of a person, and then 
provide the information to the lawyer, but the ethical propriety “depends on the 
extent to which the lawyer directs the client who is sending the [social media] 
request,” and whether the lawyer has complied with all other ethical obligations. 41  

39  NYCBA Formal Op. 2002-3 (2002). 
 
40  Id. 
 
41  N.H. Bar Ass’n Ethics Advisory Comm., Op. 2012-13/05 (2012). 
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In addition, the client’s profile needs to “reasonably reveal[] the client’s identity” to 
the other person.42 
 
 The American Bar Association opines that a “lawyer may give substantial 
assistance to a client regarding a substantive communication with a represented 
adversary.  That advice could include, for example, the subjects or topics to be 
addressed, issues to be raised and strategies to be used.  Such advice may be given 
regardless of who – the lawyer or the client – conceives of the idea of having the 
communication  . . . . [T]he lawyer may review, redraft and approve a letter or a set 
of talking points that the client has drafted and wishes to use in her communications 
with her represented adversary.”43 
 

 

42  Id. 
 
43  American Bar Ass’n Comm. on Ethics & Prof’l Responsibility, Formal Op. 11-461 (2011). 
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5. RESEARCHING SOCIAL MEDIA PROFILES OR POSTS OF 
PROSPECTIVE AND SITTING JURORS AND REPORTING JUROR 
MISCONDUCT 

 
Guideline No. 5.A:  Lawyers May Conduct Social Media Research 
 
 A lawyer may research a prospective or sitting juror’s public social media website, 
account, profile, and posts. 
 
NYRPC 3.5, 4.1, 5.3, 8.4. 
 

Comment:  “Just as the internet and social media appear to facilitate juror 
misconduct, the same tools have expanded an attorney’s ability to conduct research 
on potential and sitting jurors, and clients now often expect that attorneys will 
conduct such research. Indeed, standards of competence and diligence may require 
doing everything reasonably possible to learn about the jurors who will sit in 
judgment on a case.”44    

 
Guideline No. 5.B:  A Juror’s Social Media Website, Profile, or Posts May Be Viewed As Long 
As There Is No Communication with the Juror 
 
 A lawyer may view the social media website, profile, or posts of a prospective juror or 
sitting juror provided that there is no communication (whether initiated by the lawyer, agent 
or automatically generated by the social media network) with the juror.45  
 
NYRPC 3.5, 4.1, 5.3, 8.4. 
 

Comment:  Lawyers should “always use caution when conducting [jury] research” to 
ensure that no communication with the prospective or sitting jury takes place.46   
New York opinions have stated that even inadvertent contact with a prospective 
juror or sitting juror caused by an automatic notice sent by a social media network 
may be considered a technical ethical violation.  However, such opinions have not 
taken a definitive position that such unintended automatic contact is subject to 
discipline.47   
 

44  See NYCBA Formal Op. 2012-02 (2012). 
 
45  See NYCLA Formal Op. 743 (2011); NYCBA Formal Op. 2012-2 (2012).  See also Oregon State Bar 
Comm. on Legal Ethics, Formal Op. 189 (2013). 
 
46  Vincent J. Syracuse & Matthew R. Maron, Attorney Professionalism Forum, 85 N.Y. St. B.A.J. 50 (2013) 
available at: http://www.nysba.org/WorkArea/DownloadAsset.aspx?id=44508. 
 
47  See NYCBA Formal Op. 2012-2 (2012); NYCLA Formal Op. 743 (2011). 
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 A lawyer reviewing social media to perform juror research must be aware 
that an automated notice may be sent to the prospective or sitting juror identifying 
the name of the person viewing the juror’s social media account.48  For instance, 
currently, if a lawyer logged into LinkedIn then performed a simple Google search 
and clicked on a link to a LinkedIn account of a juror an automatic message may be 
sent by LinkedIn to the person whose profile is viewed.  In order for the lawyer’s 
profile not to be identified through LinkedIn when viewing a person’s public 
LinkedIn profile, the lawyer must change her settings so that she is anonymous or, 
alternatively, be fully logged out of her LinkedIn account.    
 
 New York opinions draw a distinction between public and private juror 
information.49  They opine that viewing the public portion of a social media profile 
is ethical as long as there is no automatic message sent to the account owner of such 
viewing (assuming other ethics rules are not implicated by such viewing).  New 
York opinions, however, have not directly addressed whether a lawyer may non-
deceptively view a social media account that from a prospective or sitting juror’s 
view is putatively private, which the lawyer has a right to view, such as an alumni 
social network where both the lawyer and juror are members.  

 

Guideline No. 5.C:   Deceit Shall Not Be Used to View a Juror’s Social Media Profile   

 A lawyer may not make misrepresentations or engage in deceit in order to be able to 
view the social media, account, profile, or posts of a prospective juror or sitting juror, nor 
may a lawyer direct others to do so. 
 
NYRPC 3.5, 4.1, 5.3, 8.4. 

 
Comment:  An “attorney must not use deception—such as pretending to be someone 
else—to gain access to information about a juror that would otherwise be 
unavailable”.50  

 
 
Guideline No. 5.D:  Juror Contact During Trial 

 
 After a juror has been sworn and until a trial is completed, a lawyer may view or 
monitor the social media profile or posts of a juror provided that there is no communication 
(whether initiated by the lawyer, agent or automatically generated by the social media 
network) with the juror.  
 

48  Id. 
 
49  Id. 
 
50  See NYCBA Formal Op. 2012-02 (2012); NYCLA Formal Op. 743 (2011) (prohibiting the use of deceit, 
directly or indirectly, to access juror social media content). 
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NYRPC 3.5, 4.1, 5.3, 8.4. 
 

Comment: The concerns and issues identified in the comments to Guideline No. 5.C. are 
also applicable during the evidentiary and deliberative phases of a trial.  These phases 
present additional issues, such as a lawyer wishing to monitor juror social media profiles or 
posts in order to determine whether a juror is failing to follow court instructions or engaging 
in other improper behavior.  However, the risks posed at this stage of a litigation are greater 
than during the jury selection process and could result in a mistrial.51 
 

[W]hile an inadvertent communication with a venire member may 
result in an embarrassing revelation to a court and a disqualified 
panelist, a communication with a juror during trial can cause a 
mistrial. The Committee therefore re-emphasizes that it is the 
attorney’s duty to understand the functionality of any social media 
service she chooses to utilize and to act with the utmost caution.52 

 
Guideline No. 5.E:  Juror Misconduct 
 
 In the event a lawyer learns of possible juror misconduct, whether as a result of reviewing a 
sitting juror’s social media profile or posts, or otherwise, she must promptly bring it to the court’s 
attention.53 
 
NYRPC 3.5, 8.4. 
 

Comments:  “[A] lawyer shall reveal promptly to the court improper conduct by a 
member of the venire or a juror, or by another toward a member of the venire or a 
juror or a member of her family of which the lawyer has knowledge.” NYRPC 
3.5(d).  If a lawyer learns of juror misconduct due to social media research, he or she 
must promptly notify the court.54 
 

 

51  Rather than risk inadvertent contact with a juror, a lawyer wanting to monitor juror social media behavior 
might consider seeking a court order clarifying what social media may be accessed. 
 
52  See NYCBA Formal Op. 2012-2 (2012). 
 
53  See NYCLA Op. 743 (2011); NYCBA Op. 2012-2 (2012). 
 
54  Id. 
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APPENDIX 

 
DEFINITIONS 

 
Social Media (also called a social network):  An Internet-based service allowing people to 

share content and respond to postings by others.  Popular examples include Facebook, Twitter, 
YouTube, Google+, LinkedIn, Foursquare, Pinterest, Instagram, and Reddit.  Social media may be 
viewed via, websites, mobile or desktop applications, text messaging or other electronic 
communications. 

Restricted:  Information that is not available to a person viewing a social media account 
because an existing on-line relationship between the member of the account and the person seeking 
to view it is lacking (whether directly, e.g., a direct Facebook “friend,” or indirectly, e.g., a 
Facebook “friend of a friend”).  Note that content intended to be “restricted” may be “public” 
through user error in seeking to protect such content, through re-posting by another member of that 
social media network, or as a result of how technologically the content is made available by the 
social media network. 

Public: Information available to anyone viewing a social media network without the need 
for permission from the person whose account is being viewed.   Public information includes 
content available to all members of a social media network and content that is accessible to non-
members. 

Friending: The process through which the member of a social media network designates 
another person as a “friend” in response to a request to access Restricted information.  “Friending” 
may enable a member’s “friends” to view the member’s restricted content.  “Friending” may also 
create a publicly viewable identification of the relationship between the two users. “Friending” is 
the term used by Facebook, but other social media networks use analogous concepts such as 
“circles” on Google+ or “follower” or “f” on Twitter. 

Posting or Post:  Uploading public or Restricted content to a social media network.  A post 
contains information provided by the person, and specific social media networks may use their own 
term equivalent to a post (e.g., “Tweets” on Twitter). 

Profile:  Accessible information about a specific social media member.  Some social media 
networks restrict access to members while other networks permit a member to restrict, in varying 
degrees, a person’s ability to view specified aspects of a member’s account or profile.  A profile 
contains, among other things, biographical and personal information about the member.  Depending 
on the social media network, a profile may include information provided by the member, other 
members of the social media network, the social media network, or third-party databases. 
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The Association of the Bar of the City of New York Committee on Professional and Judicial Ethics

Formal Opinion 2010-2:
OBTAINING EVIDENCE FROM SOCIAL NETWORKING WEBSITES

TOPIC: Lawyers obtaining information from social networking websites.

DIGEST: A lawyer may not attempt to gain access to a social networking website under false pretenses, either directly or
through an agent.

RULES: 4.1, 5.3(b)(1), 8.4(a) & (c)

QUESTION: May a lawyer, either directly or through an agent, contact an unrepresented person through a social networking
website and request permission to access her web page to obtain information for use in litigation?

OPINION

Lawyers increasingly have turned to social networking sites, such as Facebook, Twitter and YouTube, as potential sources of
evidence for use in litigation.[1] In light of the information regularly found on these sites, it is not difficult to envision a
matrimonial matter in which allegations of infidelity may be substantiated in whole or part by postings on a Facebook wall.[2]
Nor is it hard to imagine a copyright infringement case that turns largely on the postings of certain allegedly pirated videos on
YouTube. The potential availability of helpful evidence on these internet-based sources makes them an attractive new weapon
in a lawyer's arsenal of formal and informal discovery devices.[3] The prevalence of these and other social networking websites,
and the potential benefits of accessing them to obtain evidence, present ethical challenges for attorneys navigating these virtual
worlds.

 In this opinion, we address the narrow question of whether a lawyer, acting either alone or through an agent such as a private
investigator, may resort to trickery via the internet to gain access to an otherwise secure social networking page and the
potentially helpful information it holds. In particular, we focus on an attorney's direct or indirect use of affirmatively
“deceptive” behavior to "friend" potential witnesses. We do so in light of, among other things, the Court of Appeals’ oft-cited
policy in favor of informal discovery. See, e.g., Niesig v. Team I, 76 N.Y.2d 363, 372, 559 N.Y.S.2d 493, 497 (1990) (“[T]he
Appellate Division’s blanket rule closes off avenues of informal discovery of information that may serve both the litigants and
the entire justice system by uncovering relevant facts, thus promoting the expeditious resolution of disputes.”); Muriel, Siebert
& Co. v. Intuit Inc., 8 N.Y.3d 506, 511, 836 N.Y.S.2d 527, 530 (2007) (“the importance of informal discovery underlies our
holding here”). It would be inconsistent with this policy to flatly prohibit lawyers from engaging in any and all contact with
users of social networking sites. Consistent with the policy, we conclude that an attorney or her agent may use her real name
and profile to send a “friend request” to obtain information from an unrepresented person's social networking website without
also disclosing the reasons for making the request.[4] While there are ethical boundaries to such “friending,” in our view they
are not crossed when an attorney or investigator uses only truthful information to obtain access to a website, subject to
compliance with all other ethical requirements. See, e.g., id., 8 N.Y.3d at 512, 836 N.Y.S.2d at 530 (“Counsel must still
conform to all applicable ethical standards when conducting such [ex parte] interviews [with opposing party’s former
employee].” (citations omitted)).

 The potential ethical pitfalls associated with social networking sites arise in part from the informality of communications on
the web. In that connection, in seeking access to an individual's personal information, it may be easier to deceive an individual
in the virtual world than in the real world. For example, if a stranger made an unsolicited face-to-face request to a potential
witness for permission to enter the witness’s home, view the witness's photographs and video files, learn the witness’s
relationship status, religious views and date of birth, and review the witness’s personal diary, the witness almost certainly would
slam the door shut and perhaps even call the police.

 In contrast, in the “virtual” world, the same stranger is more likely to be able to gain admission to an individual’s personal
webpage and have unfettered access to most, if not all, of the foregoing information. Using publicly-available information, an
attorney or her investigator could easily create a false Facebook profile listing schools, hobbies, interests, or other background
information likely to be of interest to a targeted witness. After creating the profile, the attorney or investigator could use it to
make a “friend request” falsely portraying the attorney or investigator as the witness's long lost classmate, prospective
employer, or friend of a friend. Many casual social network users might accept such a “friend request” or even one less tailored
to the background and interests of the witness. Similarly, an investigator could e-mail a YouTube account holder, falsely touting
a recent digital posting of potential interest as a hook to ask to subscribe to the account holder’s “channel” and view all of her
digital postings. By making the “friend request” or a request for access to a YouTube “channel,” the investigator could obtain
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instant access to everything the user has posted and will post in the future. In each of these instances, the “virtual” inquiries
likely have a much greater chance of success than if the attorney or investigator made them in person and faced the prospect of
follow-up questions regarding her identity and intentions. The protocol on-line, however, is more limited both in substance and
in practice. Despite the common sense admonition not to “open the door” to strangers, social networking users often do just
that with a click of the mouse.

 Under the New York Rules of Professional Conduct (the “Rules”), an attorney and those in her employ are prohibited from
engaging in this type of conduct. The applicable restrictions are found in Rules 4.1 and 8.4(c). The latter provides that “[a]
lawyer or law firm shall not . . . engage in conduct involving dishonesty, fraud, deceit or misrepresentation.” N.Y. Prof’l
Conduct R. 8.4(c) (2010). And Rule 4.1 states that “[i]n the course of representing a client, a lawyer shall not knowingly make
a false statement of fact or law to a third person.” Id. 4.1. We believe these Rules are violated whenever an attorney “friends” an
individual under false pretenses to obtain evidence from a social networking website.

 For purposes of this analysis, it does not matter whether the lawyer employs an agent, such as an investigator, to engage in the
ruse. As provided by Rule 8.4(a), “[a] lawyer or law firm shall not . . . violate or attempt to violate the Rules of Professional
Conduct, knowingly assist or induce another to do so, or do so through the acts of another.” Id. 8.4(a). Consequently, absent
some exception to the Rules, a lawyer’s investigator or other agent also may not use deception to obtain information from the
user of a social networking website. Seeid. Rule 5.3(b)(1) (“A lawyer shall be responsible for conduct of a nonlawyer employed
or retained by or associated with the lawyer that would be a violation of these Rules if engaged in by a lawyer, if . . . the lawyer
orders or directs the specific conduct or, with knowledge of the specific conduct, ratifies it . . . .”).

 We are aware of ethics opinions that find that deception may be permissible in rare instances when it appears that no other
option is available to obtain key evidence. See N.Y. County 737 (2007) (requiring, for use of dissemblance, that “the evidence
sought is not reasonably and readily obtainable through other lawful means”); see also ABCNY Formal Op. 2003-02
(justifying limited use of undisclosed taping of telephone conversations to achieve a greater societal good where evidence
would not otherwise be available if lawyer disclosed taping). Whatever the utility and ethical grounding of these limited
exceptions -- a question we do not address here -- they are, at least in most situations, inapplicable to social networking
websites. Because non-deceptive means of communication ordinarily are available to obtain information on a social
networking page -- through ordinary discovery of the targeted individual or of the social networking sites themselves -- trickery
cannot be justified as a necessary last resort.[5] For this reason we conclude that lawyers may not use or cause others to use
deception in this context.

 Rather than engage in “trickery,” lawyers can -- and should -- seek information maintained on social networking sites, such as
Facebook, by availing themselves of informal discovery, such as the truthful “friending” of unrepresented parties, or by using
formal discovery devices such as subpoenas directed to non-parties in possession of information maintained on an individual’s
social networking page. Given the availability of these legitimate discovery methods, there is and can be no justification for
permitting the use of deception to obtain the information from a witness on-line.[6]

 Accordingly, a lawyer may not use deception to access information from a social networking webpage. Rather, a lawyer should
rely on the informal and formal discovery procedures sanctioned by the ethical rules and case law to obtain relevant evidence.

 

[1] Social networks are internet-based communities that individuals use to communicate with each other and view and
exchange information, including photographs, digital recordings and files. Users create a profile page with personal information
that other users may access online. Users may establish the level of privacy they wish to employ and may limit those who view
their profile page to “friends” – those who have specifically sent a computerized request to view their profile page which the
user has accepted. Examples of currently popular social networks include Facebook, Twitter, MySpace and LinkedIn.

 [2]See, e.g., Stephanie Chen, Divorce attorneys catching cheaters on Facebook, June 1, 2010, http://www.cnn.com
/2010/TECH/social.media/06/01/facebook.divorce.lawyers/index.html?hpt=C2.

 [3]See, e.g., Bass ex rel. Bass v. Miss Porter’s School, No. 3:08cv01807, 2009 WL 3724968, at *1-2 (D. Conn. Oct. 27,
2009).

[4] The communications of a lawyer and her agents with parties known to be represented by counsel are governed by Rule 4.2,
which prohibits such communications unless the prior consent of the party’s lawyer is obtained or the conduct is authorized by
law. N.Y. Prof’l Conduct R. 4.2. The term “party” is generally interpreted broadly to include “represented witnesses, potential
witnesses and others with an interest or right at stake, although they are not nominal parties.” N.Y. State 735 (2001). Cf. N.Y.
State 843 (2010)(lawyers may access public pages of social networking websites maintained by any person, including
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represented parties).

[5] Although a question of law beyond the scope of our reach, the Stored Communications Act, 18 U.S.C. § 2701(a)(1) etseq.
and the Electronic Communications Privacy Act, 18 U.S.C. § 2510 etseq., among others, raise questions as to whether certain
information is discoverable directly from third-party service providers such as Facebook. Counsel, of course, must ensure that
her contemplated discovery comports with applicable law.

[6] While we recognize the importance of informal discovery, we believe a lawyer or her agent crosses an ethical line when she
falsely identifies herself in a “friend request”. See, e.g., Niesig v. Team I, 76 N.Y.2d 363, 376, 559 N.Y.S.2d 493, 499 (1990)
(permitting ex parte communications with certain employees); Muriel Siebert, 8 N.Y.3d at 511, 836 N.Y.S.2d at 530 (“[T]he
importance of informal discovery underlie[s] our holding here that, so long as measures are taken to steer clear of privileged or
confidential information, adversary counsel may conduct ex parte interviews of an opposing party’s former employee.”).

© The Association of the Bar of the City of New York
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The Association of the Bar of the City of New York Committee on Professional Ethics

Formal Opinion 2012-2:
JURY RESEARCH AND SOCIAL MEDIA

TOPIC: Jury Research and Social Media

DIGEST: Attorneys may use social media websites for juror research as long as no communication occurs between the lawyer
and the juror as a result of the research. Attorneys may not research jurors if the result of the research is that the juror will
receive a communication. If an attorney unknowingly or inadvertently causes a communication with a juror, such conduct may
run afoul of the Rules of Professional Conduct. The attorney must not use deception to gain access to a juror’s website or to
obtain information, and third parties working for the benefit of or on behalf of an attorney must comport with all the same
restrictions as the attorney. Should a lawyer learn of juror misconduct through otherwise permissible research of a juror’s
social media activities, the lawyer must reveal the improper conduct to the court.

RULES: 3.5(a)(4); 3.5(a)(5); 3.5(d); 8.4

Question: What ethical restrictions, if any, apply to an attorney’s use of social media websites to research potential or sitting
jurors?

OPINION 

I. Introduction

Ex parte attorney communication with prospective jurors and members of a sitting jury has long been prohibited by state rules
of professional conduct (see American Bar Association Formal Opinion 319 (“ABA 319”)), and attorneys have long sought
ways to gather information about potential jurors during voir dire (and perhaps during trial) within these proscribed bounds.
However, as the internet and social media have changed the ways in which we all communicate, conducting juror research while
complying with the rule prohibiting juror communication has become more complicated.

In addition, the internet appears to have increased the opportunity for juror misconduct, and attorneys are responding by
researching not only members of the venire but sitting jurors as well. Juror misconduct over the internet is problematic and has
even led to mistrials. Jurors have begun to use social media services as a platform to communicate about a trial, during the trial
(see WSJ Law Blog (March 12, 2012), http://blogs.wsj.com/law/2012/03/12/jury-files-the-temptation-of-twitter/), and
jurors also turn to the internet to conduct their own out of court research. For example, the Vermont Supreme Court recently
overturned a child sexual assault conviction because a juror conducted his own research on the cultural significance of the
alleged crime in Somali Bantu culture. State v. Abdi, No. 2012-255, 2012 WL 231555 (Vt. Jan. 26, 2012). In a case in
Arkansas, a murder conviction was overturned because a juror tweeted during the trial, and in a Maryland corruption trial in
2009, jurors used Facebook to discuss their views of the case before deliberations. (Juror’s Tweets Upend Trials, Wall Street
Journal, March 2, 2012.) Courts have responded in various ways to this problem. Some judges have held jurors in contempt or
declared mistrials (see id.) and other courts now include jury instructions on juror use of the internet. (See New York Pattern
Jury Instructions, Section III, infra.)However, 79% of judges who responded to a Federal Judicial Center survey admitted that
“they had no way of knowing whether jurors had violated a social-media ban.” (Juror’s Tweets, supra.) In this context,
attorneys have also taken it upon themselves to monitor jurors throughout a trial.

Just as the internet and social media appear to facilitate juror misconduct, the same tools have expanded an attorney’s ability to
conduct research on potential and sitting jurors, and clients now often expect that attorneys will conduct such research. Indeed,
standards of competence and diligence may require doing everything reasonably possible to learn about the jurors who will sit
in judgment on a case. However, social media services and websites can blur the line between independent, private research and
interactive, interpersonal “communication.” Currently, there are no clear rules for conscientious attorneys to follow in order to
both diligently represent their clients and to abide by applicable ethical obligations. This opinion applies the New York Rules of
Professional Conduct (the “Rules”), specifically Rule 3.5, to juror research in the internet context, and particularly to research

using social networking services and websites.1

The Committee believes that the principal interpretive issue is what constitutes a “communication” under Rule 3.5. We
conclude that if a juror were to (i) receive a “friend” request (or similar invitation to share information on a social network
site) as a result of an attorney’s research, or (ii) otherwise to learn of the attorney’s viewing or attempted viewing of the juror’s
pages, posts, or comments, that would constitute a prohibited communication if the attorney was aware that her actions would
cause the juror to receive such message or notification. We further conclude that the same attempts to research the juror might
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constitute a prohibited communication even if inadvertent or unintended. In addition, the attorney must not use
deception—such as pretending to be someone else—to gain access to information about a juror that would otherwise be
unavailable. Third parties working for the benefit of or on behalf of an attorney must comport with these same restrictions (as it
is always unethical pursuant to Rule 8.4 for an attorney to attempt to avoid the Rule by having a non-lawyer do what she
cannot). Finally, if a lawyer learns of juror misconduct through a juror’s social media activities, the lawyer must promptly
reveal the improper conduct to the court.

 

 

II. Analysis Of Ethical Issues Relevant To Juror Research

A. Prior Authority Regarding An Attorney’s Ability To Conduct Juror Research Over Social Networking Websites

Prior ethics and judicial opinions provide some guidance as to what is permitted and prohibited in social media juror research.
First, it should be noted that lawyers have long tried to learn as much as possible about potential jurors using various methods
of information gathering permitted by courts, including checking and verifying voir dire answers. Lawyers have even been
chastised for not conducting such research on potential jurors. For example, in a recent Missouri case, a juror failed to disclose
her prior litigation history in response to a voir dire question. After a verdict was rendered, plaintiff’s counsel investigated the
juror’s civil litigation history using Missouri’s automated case record service and found that the juror had failed to disclosure

that she was previously a defendant in several debt collection cases and a personal injury action.2 Although the court upheld
plaintiff’s request for a new trial based on juror nondisclosure, the court noted that “in light of advances in technology allowing
greater access to information that can inform a trial court about the past litigation history of venire members, it is appropriate
to place a greater burden on the parties to bring such matters to the court’s attention at an earlier stage.” Johnson v.
McCullough, 306 S.W.3d 551, 558-59 (Mo. 2010). The court also stated that “litigants should endeavor to prevent retrials by
completing an early investigation.” Id.at 559.

Similarly, the Superior Court of New Jersey recently held that a trial judge “acted unreasonably” by preventing plaintiff’s
counsel from using the internet to research potential jurors during voir dire. During jury selection in a medical malpractice
case, plaintiff’s counsel began using a laptop computer to obtain information on prospective jurors. Defense counsel objected,
and the trial judge held that plaintiff’s attorney could not use her laptop during jury selection because she gave no notice of her
intent to conduct internet research during selection. Although the Superior Court found that the trial court’s ruling was not
prejudicial, the Superior Court stated that “there was no suggestion that counsel’s use of the computer was in any way
disruptive. That he had the foresight to bring his laptop computer to court, and defense counsel did not, simply cannot serve as a
basis for judicial intervention in the name of ‘fairness’ or maintaining ‘a level playing field.’ The ‘playing field’ was, in fact,
already ‘level’ because internet access was open to both counsel.” Carino v. Muenzen, A-5491-08T1, 2010 N.J. Super. Unpub.

LEXIS 2154, at *27 (N.J. Sup. Ct. App. Div. Aug. 30, 2010).3

Other recent ethics opinions have also generally discussed attorney research in the social media context. For example, San
Diego County Bar Legal Ethics Opinion 2011-2 (“SDCBA 2011-2”) examined whether an attorney can send a “friend request”
to a represented party. SDCBA 2011-2 found that because an attorney must make a decision to “friend” a party, even if the
“friend request [is] nominally generated by Facebook and not the attorney, [the request] is at least an indirect communication”

and is therefore prohibited by the rule against ex parte communications with represented parties.4 In addition, the New York
State Bar Association (“NYSBA”) found that obtaining information from an adverse party’s social networking personal
webpage, which is accessible to all website users, “is similar to obtaining information that is available in publicly accessible
online or print media, or through a subscription research service as Niexi or Factiva and that is plainly permitted.” (NYSBA
Opinion 843 at 2) (emphasis added).

And most recently, the New York County Lawyers’ Association (“NYCLA”) published a formal opinion on the ethics of
conducting juror research using social media. NYCLA Formal Opinion 743 (“NYCLA 743”) examined whether a lawyer may
conduct juror research during voir dire and trial using Twitter, Facebook and other similar social networking sites. NYCLA
743 found that it is “proper and ethical under Rule 3.5 for a lawyer to undertake a pretrial search of a prospective juror’s social
networking site, provided there is no contact or communication with the prospective juror and the lawyer does not seek to
‘friend’ jurors, subscribe to their Twitter accounts, send jurors tweets or otherwise contact them. During the evidentiary or
deliberation phases of a trial, a lawyer may visit the publicly available Twitter, Facebook or other social networking site of a
juror but must not ‘friend’ the juror, email, send tweets or otherwise communicate in any way with the juror or act in any way
by which the juror becomes aware of the monitoring.” (NYCLA 743 at 4.) The opinion further noted the importance of
reporting to the court any juror misconduct uncovered by such research and found that an attorney must notify the court of any
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impropriety “before taking any further significant action in the case.” Id. NYCLA concluded that attorneys cannot use
knowledge of juror misconduct to their advantage but rather must notify the court.

As set forth below, we largely agree with our colleagues at NYCLA. However, despite the guidance of the opinions discussed
above, the question at the core of applying Rule 3.5 to social media—what constitutes a communication—has not been
specifically addressed, and the Committee therefore analyzes this question below.

 

B. An Attorney May Conduct Juror Research Using Social Media Services And Websites But Cannot Engage In
Communication With A Juror
1. Discussion of Features of Various Potential Research Websites
Given the popularity and widespread usage of social media services, other websites and general search engines, it has become
common for lawyers to use the internet as a tool to research members of the jury venire in preparation for jury selection as well
as to monitor jurors throughout the trial. Whether research conducted through a particular service will constitute a prohibited
communication under the Rules may depend in part on, among other things, the technology, privacy settings and mechanics of
each service.

The use of search engines for research is already ubiquitous. As social media services have grown in popularity, they have
become additional sources to research potential jurors. As we discuss below, the central question an attorney must answer
before engaging in jury research on a particular site or using a particular service is whether her actions will cause the juror to
learn of the research. However, the functionality, policies and features of social media services change often, and any
description of a particular website may well become obsolete quickly. Rather than attempt to catalog all existing social media

services and their ever-changing offerings, policies and limitations, the Committee adopts a functional definition.5

We understand “social media” to be services or websites people join voluntarily in order to interact, communicate, or stay in
touch with a group of users, sometimes called a “network.” Most such services allow users to create personal profiles, and
some allow users to post pictures and messages about their daily lives. Professional networking sites have also become popular.
The amount of information that users can view about each other depends on the particular service and also each user’s chosen
privacy settings. The information the service communicates or makes available to visitors as well as members also varies.
Indeed, some services may automatically notify a user when her profile has been viewed, while others provide notification only
if another user initiates an interaction. Because of the differences from service to service and the high rate of change, the
Committee believes that it is an attorney’s duty to research and understand the properties of the service or website she wishes to
use for jury research in order to avoid inadvertent communications.

2. What Constitutes a “Communication”?

Any research conducted by an attorney into a juror or member of the venire’s background or behavior is governed in part by
Rule 3.5(a)(4), which states: “a lawyer shall not . . . (4) communicate or cause another to communicate with a member of the
jury venire from which the jury will be selected for the trial of a case or, during the trial of a case, with any member of the jury
unless authorized to do so by law or court order.” The Rule does not contain a mens rea requirement; by its literal terms, it
prohibits all communication, even if inadvertent. Because of this, the application of Rule 3.5(a)(4) to juror research conducted
over the internet via social media services is potentially more complicated than traditional juror communication issues. Even
though the attorney’s purpose may not be to communicate with a juror, but simply to gather information, social media services
are often designed for the very purpose of communication, and automatic features or user settings may cause a
“communication” to occur even if the attorney does intend not for one to happen or know that one may happen. This raises
several ethical questions: is every visit to a juror’s social media website considered a communication? Should the intent to
research, not to communicate, be the controlling factor? What are the consequences of an inadvertent or unintended
communications? The Committee begins its analysis by considering the meaning of “communicate” and “communication,”

which are not defined either in the Rule or the American Bar Association Model Rules.6

Black’s Law Dictionary (9th Ed.) defines “communication” as: “1. The expression or exchange of information by speech,
writing, gestures, or conduct; the process of bringing an idea to another's perception. 2. The information so expressed or
exchanged.” The Oxford English Dictionary defines “communicate” as: “To impart (information, knowledge, or the like) (to a
person; also formerly with); to impart the knowledge or idea of (something), to inform a person of; to convey, express; to give
an impression of, put across.” Similarly, Local Rule 26.3 of the United States District Courts for the Southern and Eastern
Districts of New York defines “communication” (for the purposes of discovery requests) as: “the transmittal of information (in
the form of facts, ideas, inquiries or otherwise).”

Under the above definitions, whether the communicator intends to “impart” a message or knowledge is seemingly irrelevant; the
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focus is on the effect on the receiver. It is the “transmission of,” “exchange of” or “process of bringing” information or ideas
from one person to another that defines a communication. In the realm of social media, this focus on the transmission of
information or knowledge is critical. A request or notification transmitted through a social media service may constitute a
communication even if it is technically generated by the service rather than the attorney, is not accepted, is ignored, or consists
of nothing more than an automated message of which the “sender” was unaware. In each case, at a minimum, the researcher
imparted to the person being researched the knowledge that he or she is being investigated.

3. An Attorney May Research A Juror Through Social Media Websites As Long As No Communication Occurs

The Committee concludes that attorneys may use search engines and social media services to research potential and sitting
jurors without violating the Rules, as long as no communication with the juror occurs. The Committee notes that Rule
3.5(a)(4) does not impose a requirement that a communication be willful or made with knowledge to be prohibited. In the
social media context, due to the nature of the services, unintentional communications with a member of the jury venire or the
jury pose a particular risk. For example, if an attorney views a juror’s social media page and the juror receives an automated
message from the social media service that a potential contact has viewed her profile—even if the attorney has not requested the
sending of that message or is entirely unaware of it—the attorney has arguably “communicated” with the juror. The
transmission of the information that the attorney viewed the juror’s page is a communication that may be attributable to the
lawyer, and even such minimal contact raises the specter of the improper influence and/or intimidation that the Rules are
intended to prevent. Furthermore, attorneys cannot evade the ethics rules and avoid improper influence simply by having a
non-attorney with a name unrecognizable to the juror initiate communication, as such action will run afoul of Rule 8.4 as
discussed in Section II(C), infra.

Although the text of Rule 3.5(a)(4) would appear to make any “communication”—even one made inadvertently or
unknowingly—a violation, the Committee takes no position on whether such an inadvertent communication would in fact be a
violation of the Rules. Rather, the Committee believes it is incumbent upon the attorney to understand the functionality of any
social media service she intends to use for juror research. If an attorney cannot ascertain the functionality of a website, the
attorney must proceed with great caution in conducting research on that particular site, and should keep in mind the possibility
that even an accidental, automated notice to the juror could be considered a violation of Rule 3.5.

More specifically, and based on the Committee’s current understanding of relevant services, search engine websites may be used
freely for juror research because there are no interactive functions that could allow jurors to learn of the attorney’s research or
actions. However, other services may be more difficult to navigate depending on their functionality and each user’s particular
privacy settings. Therefore, attorneys may be able to do some research on certain sites but cannot use all aspects of the sites’
social functionality. An attorney may not, for example, send a chat, message or “friend request” to a member of the jury or
venire, or take any other action that will transmit information to the juror because, if the potential juror learns that the attorney
seeks access to her personal information then she has received a communication. Similarly, an attorney may read any publicly-
available postings of the juror but must not sign up to receive new postings as they are generated. Finally, research using
services that may, even unbeknownst to the attorney, generate a message or allow a person to determine that their webpage has
been visited may pose an ethical risk even if the attorney did not intend or know that such a “communication” would be
generated by the website.

The Committee also emphasizes that the above applications of Rule 3.5 are meant as examples only. The technology, usage and
privacy settings of various services will likely change, potentially dramatically, over time. The settings and policies may also be
partially under the control of the person being researched, and may not be apparent, or even capable of being ascertained. In
order to comply with the Rules, an attorney must therefore be aware of how the relevant social media service works, and of the
limitations of her knowledge. It is the duty of the attorney to understand the functionality and privacy settings of any service she
wishes to utilize for research, and to be aware of any changes in the platforms’ settings or policies to ensure that no
communication is received by a juror or venire member.

C. An Attorney May Not Engage in Deception or Misrepresentation In Researching Jurors On Social Media Websites

Rule 8.4(c), which governs all attorney conduct, prohibits deception and misrepresentation.7 In the jury research context, this
rule prohibits attorneys from, for instance, misrepresenting their identity during online communications in order to access
otherwise unavailable information, including misrepresenting the attorney’s associations or membership in a network or group
in order to access a juror’s information. Thus, for example, an attorney may not claim to be an alumnus of a school that she did
not attend in order to view a juror’s personal webpage that is accessible only to members of a certain alumni network.

Furthermore, an attorney may not use a third party to do what she could not otherwise do. Rule 8.4(a) prohibits an attorney
from violating any Rule “through the acts of another.” Using a third party to communicate with a juror is deception and
violates Rule 8.4(c), as well as Rule 8.4(a), even if the third party provides the potential juror only with truthful information.
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The attorney violates both rules whether she instructs the third party to communicate via a social network or whether the third
party takes it upon herself to communicate with a member of the jury or venire for the attorney’s benefit. On this issue, the
Philadelphia Bar Association Professional Guidance Committee Opinion 2009-02 (“PBA 2009-02”) concluded that if an
attorney uses a third party to “friend” a witness in order to access information, she is guilty of deception because “[this action]
omits a highly material fact, namely, that the third party who asks to be allowed access to the witness’ pages is doing so only
because she is intent on obtaining information and sharing it with a lawyer for use in a lawsuit.” (PBA 2009-02 at 3.) New
York City Bar Association Formal Opinion 2010-2 similarly held that a lawyer may not gain access to a social networking
website under false pretenses, either directly or through an agent, and NYCLA 743 also noted that Rule 8.4 governs juror
research and an attorney therefore cannot use deception to gain access to a network or direct anyone else to “friend” an adverse
party. (NYCLA 743 at 2.) We agree with these conclusions; attorneys may not shift their conduct or assignments to
non-attorneys in order to evade the Rules.

D. The Impact On Jury Service Of Attorney Use Of Social Media Websites For Research

Although the Committee concludes that attorneys may conduct jury research using social media websites as long as no
“communication” occurs, the Committee notes the potential impact of jury research on potential jurors’ perception of jury
service. It is conceivable that even jurors who understand that many of their social networking posts and pages are public may
be discouraged from jury service by the knowledge that attorneys and judges can and will conduct active research on them or
learn of their online—albeit public—social lives. The policy considerations implicit in this possibility should inform our
understanding of the applicable Rules.

In general, attorneys should only view information that potential jurors intend to be—and make—public. Viewing a public
posting, for example, is similar to searching newspapers for letters or columns written by potential jurors because in both cases
the author intends the writing to be for public consumption. The potential juror is aware that her information and images are
available for public consumption. The Committee notes that some potential jurors may be unsophisticated in terms of setting
their privacy modes or other website functionality, or may otherwise misunderstand when information they post is publicly
available. However, in the Committee’s view, neither Rule 3.5 nor Rule 8.4(c) prohibit attorneys from viewing public
information that a juror might be unaware is publicly available, except in the rare instance where it is clear that the juror
intended the information to be private. Just as the attorney must monitor technological updates and understand websites that she
uses for research, the Committee believes that jurors have a responsibility to take adequate precautions to protect any
information they intend to be private.

E. Conducting On-Going Research During Trial

Rule 3.5 applies equally with respect to a jury venire and empanelled juries. Research permitted as to potential jurors is
permitted as to sitting jurors. Although there is, in light of the discussion in Section III, infra, great benefit that can be derived
from detecting instances when jurors are not following a court’s instructions for behavior while empanelled, researching jurors
mid-trial is not without risk. For instance, while an inadvertent communication with a venire member may result in an
embarrassing revelation to a court and a disqualified panelist, a communication with a juror during trial can cause a mistrial.
The Committee therefore re-emphasizes that it is the attorney’s duty to understand the functionality of any social media service
she chooses to utilize and to act with the utmost caution.

III. An Attorney Must Reveal Improper Juror Conduct to the Court

Rule 3.5(d) provides: “a lawyer shall reveal promptly to the court improper conduct by a member of the venire or a juror, or by
another toward a member of the venire or a juror or a member of her family of which the lawyer has knowledge.” Although the
Committee concludes that an attorney may conduct jury research on social media websites as long as “communication” is

avoided, if an attorney learns of juror misconduct through such research, she must promptly8 notify the court. Attorneys must
use their best judgment and good faith in determining whether a juror has acted improperly; the attorney cannot consider

whether the juror’s improper conduct benefits the attorney.9

On this issue, the Committee notes that New York Pattern Jury Instructions (“PJI”) now include suggested jury charges that
expressly prohibit juror use of the internet to discuss or research the case. PJI 1:11 Discussion with Others - Independent
Research states: “please do not discuss this case either among yourselves or with anyone else during the course of the trial. . . .
It is important to remember that you may not use any internet service, such as Google, Facebook, Twitter or any others to
individually or collectively research topics concerning the trial . . . For now, be careful to remember these rules whenever you
use a computer or other personal electronic device during the time you are serving as juror but you are not in the courtroom.”
Moreover, PJI 1:10 states, in part, “in addition, please do not attempt to view the scene by using computer programs such as
Goggle Earth. Viewing the scene either in person or through a computer program would be unfair to the parties . . . .” New
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York criminal courts also instruct jurors that they may not converse among themselves or with anyone else upon any subject
connected with the trial. NY Crim. Pro. §270.40 (McKinney’s 2002).

The law requires jurors to comply with the judge’s charge10 and courts are increasingly called upon to determine whether
jurors’ social media postings require a new trial. See, e.g.,Smead v. CL Financial Corp., No. 06CC11633, 2010 WL 6562541
(Cal. Super. Ct. Sept. 15, 2010) (holding that juror’s posts regarding length of trial were not prejudicial and denying motion for
new trial). However, determining whether a juror’s conduct is misconduct may be difficult in the realm of social media.
Although a post or tweet on the subject of the trial, even if unanswered, can be considered a “conversation,” it may not always
be obvious whether a particular post is “connected with” the trial. Moreover, a juror may be permitted to post a comment

“about the fact [of] service on jury duty.”11

IV. Post-Trial

In contrast to Rule 3.4(a)(4), Rule 3.5(a)(5) allows attorneys to communicate with a juror after discharge of the jury. After the
jury is discharged, attorneys may contact jurors and communicate, including through social media, unless “(i) the
communication is prohibited by law or court order; (ii) the juror has made known to the lawyer a desire not to communicate;
(iii) the communication involves misrepresentation, coercion, duress or harassment; or (iv) the communication is an attempt to
influence the juror's actions in future jury service.” Rule 3.5(a)(5). For instance, NYSBA Opinion 246 found that “lawyers may
communicate with jurors concerning the verdict and case.” (NYSBA 246 (interpreting former EC 7-28; DR 7-108(D).) The
Committee concludes that this rule should also permit communication via social media services after the jury is discharged, but
the attorney must, of course, comply with all ethical obligations in any communication with a juror after the discharge of the
jury. However, the Committee notes that “it [is] unethical for a lawyer to harass, entice, or induce or exert influence on a juror”
to obtain information or her testimony to support a motion for a new trial. (ABA 319.)

V. Conclusion

The Committee concludes that an attorney may research potential or sitting jurors using social media services or websites,
provided that a communication with the juror does not occur. “Communication,” in this context, should be understood broadly,
and includes not only sending a specific message, but also any notification to the person being researched that they have been
the subject of an attorney’s research efforts. Even if the attorney does not intend for or know that a communication will occur,
the resulting inadvertent communication may still violate the Rule. In order to apply this rule to social media websites,
attorneys must be mindful of the fact that a communication is the process of bringing an idea, information or knowledge to
another’s perception—including the fact that they have been researched.In the context of researching jurors using social media
services, an attorney must understand and analyze the relevant technology, privacy settings and policies of each social media
service used for jury research. The attorney must also avoid engaging in deception or misrepresentation in conducting such
research, and may not use third parties to do that which the lawyer cannot. Finally, although attorneys may communicate with
jurors after discharge of the jury in the circumstances outlined in the Rules, the attorney must be sure to comply with all other
ethical rules in making any such communication.

 

 

1. Rule 3.5(a)(4) states: “a lawyer shall not . . . (4) communicate or cause another to communicate with a member of the jury
venire from which the jury will be selected for the trial of a case or, during the trial of a case, with any member of the jury
unless authorized to do so by law or court order.”

2. Missouri Rule of Professional Conduct 3.5 states: “A lawyer shall not: (a) seek to influence a judge, juror, prospective juror,
or other official by means prohibited by law; (b) communicate ex parte with such a person during the proceeding unless
authorized to do so by law or court order.”

3. The Committee also notes that the United States Attorney for the District of Maryland recently requested that a court prohibit
attorneys for all parties in a criminal case from conducting juror research using social media, arguing that “if the parties were
permitted to conduct additional research on the prospective jurors by using social media or any other outside sources prior to
the in court voir dire, the Court’s supervisory control over the jury selection process would, as a practical matter, be
obliterated.” (Aug. 30, 2011 letter from R. Rosenstein to Hon. Richard Bennet.) The Committee is unable to determine the
court’s ruling from the public file.
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4. California Rule of Profession Conduct 2-100 states, in part: “(A) While representing a client, a member shall not
communicate directly or indirectly about the subject of the representation with a party the member knows to be represented by
another lawyer in the matter, unless the member has the consent of the other lawyer.”

5. As of the date of this writing, May 2012, three of the most common social media services are Facebook, LinkedIn and
Twitter.

6. Although the New York City Bar Association Formal Opinion 2010-2 (“NYCBA 2010-2”) and SDCBA 2011-2 (both
addressing social media “communication” in the context of the “No Contact” rule) were helpful precedent for the Committee’s
analysis, the Committee is unaware of any opinion setting forth a definition of “communicate” as that term is used in Rule 4.2
or any other ethics rule.

7. Rule 8.4 prohibits “conduct involving dishonesty, fraud, deceit or misrepresentation,” and also states “a lawyer or law firm
shall not: (a) violate or attempt to violate the Rules of Professional Conduct, knowingly assist or induce another to do so, or do
so through the acts or another.” (Rule 8.4(c),(a).)

8. New York City Bar Association Formal Opinion 2012-1 defined “promptly” to mean “as soon as reasonably possible.”

9. Although the Committee is not opining on the obligations of jurors (which is beyond the Committee’s purview), the
Committee does note that if a juror contacts an attorney, the attorney must promptly notify the court under Rule 3.5(d).

10. People v. Clarke, 168 A.D.2d 686 (2d Dep’t 1990) (holding that jurors must comply with the jury charge).

11. US v. Fumo, 639 F. Supp. 2d 544, 555 (E.D. Pa. 2009) aff'd, 655 F.3d 288 (3d Cir. 2011) (“[The juror’s] comments on
Twitter, Facebook, and her personal web page were innocuous, providing no indication about the trial of which he was a part,
much less her thoughts on that trial. Her statements about the fact of her service on jury duty were not prohibited. Moreover, as
this Court noted, her Twitter and Facebook postings were nothing more than harmless ramblings having no prejudicial effect.
They were so vague as to be virtually meaningless. [Juror] raised no specific facts dealing with the trial, and nothing in these
comments indicated any disposition toward anyone involved in the suit.”) (internal citations omitted).
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THE PHILADELPHIA BAR ASSOCIATION 
PROFESSIONAL GUIDANCE COMMITTEE  
Opinion 2009-02 
(March 2009) 

 
The inquirer deposed an 18 year old woman (the “witness”).  The witness is not a party 
to the litigation, nor is she represented.  Her testimony is helpful to the party adverse to 
the inquirer’s client.  
   
During the course of the deposition, the witness revealed that she has “Facebook” and 
“Myspace” accounts.   Having such accounts permits a user like the witness to create 
personal “pages” on which he or she posts information on any topic, sometimes 
including highly personal information.  Access to the pages of the user is limited to 
persons who obtain the user’s permission, which permission is obtained after the user is 
approached on line by the person seeking access.   The user can grant access to his or 
her page with almost no information about the person seeking access, or can ask for 
detailed information about the person seeking access before deciding whether to allow 
access.   
 
The inquirer believes that the pages maintained by the witness may contain information 
relevant to the matter in which the witness was deposed, and that could be used to 
impeach the witness’s testimony should she testify at trial.   The inquirer did not ask the 
witness to reveal the contents of her pages, either by permitting access to them on line 
or otherwise.  He has, however, either himself or through agents, visited Facebook and 
Myspace and attempted to access both accounts.  When that was done, it was found 
that access to the pages can be obtained only by the witness’s permission, as 
discussed in detail above.     
  
The inquirer states that based on what he saw in trying to access the pages, he has 
determined that the witness tends to allow access to anyone who asks (although it is 
not clear how he could know that), and states that he does not know if the witness 
would allow access to him if he asked her directly to do so. 
 
The inquirer proposes to ask a third person, someone whose name the witness will not 
recognize, to go to the Facebook and Myspace websites, contact the witness and seek 
to “friend” her, to obtain access to the information on the pages.   The third person 
would state only truthful information, for example, his or her true name, but would not 
reveal that he or she is affiliated with the lawyer or the true purpose for which he or she 
is seeking access, namely, to provide the information posted on the pages to a lawyer 
for possible use antagonistic to the witness.   If the witness allows access, the third 
person would then provide the information posted on the pages to the inquirer who 
would evaluate it for possible use in the litigation.  
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The inquirer asks the Committee’s view as to whether the proposed course of conduct 
is permissible under the Rules of Professional Conduct, and whether he may use the 
information obtained from the pages if access is allowed. 
 

Several Pennsylvania Rules of Professional Conduct (the “Rules”) are implicated 
in this inquiry.  
 
Rule 5.3. Responsibilities Regarding Nonlawyer Assistants provides in part that,  
 
 With respect to a nonlawyer employed or retained by or associated with a lawyer:… 
 
(c)  a lawyer shall be responsible for conduct of such a person that would be a violation 
of the Rules of Professional Conduct if engaged in by a lawyer if: 

 
     (1)   the lawyer orders or, with the knowledge of the specific conduct, 
ratifies the conduct involved; …  

Since the proposed course of conduct involves a third person, the first issue that must 
be addressed is the degree to which the lawyer is responsible under the Rules for the 
conduct of that third person. The fact that the actual interaction with the witness would 
be undertaken by a third party who, the committee assumes, is not a lawyer does not 
insulate the inquirer from ethical responsibility for the conduct.   
 
The Committee cannot say that the lawyer is literally “ordering” the conduct that would 
be done by the third person. That might depend on whether the inquirer’s relationship 
with the third person is such that he might require such conduct.  But the inquirer plainly 
is procuring the conduct, and, if it were undertaken, would be ratifying it with full 
knowledge of its propriety or lack thereof, as evidenced by the fact that he wisely is 
seeking guidance from this Committee.  Therefore, he is responsible for the conduct 
under the Rules even if he is not himself engaging in the actual conduct that may violate 
a rule.   (Of course, if the third party is also a lawyer in the inquirer’s firm, then that 
lawyer’s conduct would itself be subject to the Rules, and the inquirer would also be 
responsible for the third party’s conduct under Rule 5.1, dealing with Responsibilities of 
Partners, Managers and Supervisory Lawyers.)    
 
Rule 8.4. Misconduct provides in part that,  
 
It is professional misconduct for a lawyer to: 
 
(a)  violate or attempt to violate the Rules of Professional Conduct, knowingly assist or 
induce another to do so, or do so through the acts of another; … 
 
(c)  engage in conduct involving dishonesty, fraud, deceit or misrepresentation; … 
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Turning to the ethical substance of the inquiry, the Committee believes that the 
proposed course of conduct contemplated by the inquirer would violate Rule 8.4(c)   
because the planned communication by the third party with the witness is 
deceptive.  It omits a highly material fact, namely, that the third party who asks to 
be allowed access to the witness’s pages is doing so only because he or she is 
intent on obtaining information and sharing it with a lawyer for use in a lawsuit to 
impeach the testimony of the witness.  The omission would purposefully conceal 
that fact from the witness for the purpose of inducing the witness to allow access, 
when she may not do so if she knew the third person was associated with the 
inquirer and the true purpose of the access was to obtain information for the 
purpose of impeaching her testimony.   
 
The fact that the inquirer asserts he does not know if the witness would permit 
access to him if he simply asked in forthright fashion does not remove the 
deception.  The inquirer could test that by simply asking the witness forthrightly for 
access.  That would not be deceptive and would of course be permissible.   
Plainly, the reason for not doing so is that the inquirer is not sure that she will 
allow access and wants to adopt an approach that will deal with her possible 
refusal by deceiving her from the outset. In short, in the Committee’s view, the 
possibility that the deception might not be necessary to obtain access does not  
excuse it.   

The possibility or even the certainty that the witness would permit access to her pages 
to a person not associated with the inquirer who provided no more identifying 
information than would be provided by the third person associated with the lawyer does 
not change the Committee’s conclusion.  Even if, by allowing virtually all would-be 
“friends” onto her FaceBook and MySpace pages, the witness is exposing herself to 
risks like that in this case, excusing the deceit on that basis would be improper.    
Deception is deception, regardless of the victim’s wariness in her interactions on the 
internet and susceptibility to being deceived.  The fact that access to the pages may 
readily be obtained by others who either are or are not deceiving the witness, and that 
the witness is perhaps insufficiently wary of deceit by unknown internet users, does not 
mean that deception at the direction of the inquirer is ethical.  

 
The inquirer has suggested that his proposed conduct is similar to the common -- 

and ethical -- practice of videotaping the public conduct of a plaintiff in a personal injury 
case to show that he or she is capable of performing physical acts he claims his injury 
prevents.  The Committee disagrees.  In the video situation, the videographer simply 
follows the subject and films him as he presents himself to the public.   The 
videographer does not have to ask to enter a private area to make the video.   If he did, 
then similar issues would be confronted, as for example, if the videographer took a 
hidden camera and gained access to the inside of a house to make a video by 
presenting himself as a utility worker.        

 
 

“©2015, 2012 or 2015, 2009 The Philadelphia Bar Association. All Rights Reserved. Reprinted with Permission



©2009 The Philadelphia Bar Association 
All Rights Reserved 
 
 

4 

Rule 4.1. Truthfulness in Statements to Others provides in part that,  

In the course of representing a client a lawyer shall not knowingly: 

(a)  make a false statement of material fact or law to a third person; … 

The Committee believes that in addition to violating Rule 8.4c, the proposed conduct 
constitutes the making of a false statement of material fact to the witness and therefore 
violates Rule 4.1 as well. 

 
Furthermore, since the violative conduct would be done through the acts of another third 
party, this would also be a violation of Rule 8.4a. 1 
 
The Committee is aware that there is controversy regarding the ethical propriety of a 
lawyer engaging in certain kinds of investigative conduct that might be thought to be 
deceitful.   For example, the New York Lawyers’ Association Committee on Professional 
Ethics, in its Formal Opinion No. 737 (May, 2007), approved the use of deception, but 
limited such use to investigation of civil right or intellectual property right violations 
where the lawyer believes a violation is taking place or is imminent, other means are not 
available to obtain evidence and rights of third parties are not violated. 
 

                                                
1 The Committee also considered the possibility that the proposed conduct would violate Rule 4.3, 
Dealing with Unrepresented person, which provides in part that   

 
(a) In dealing on behalf of a client with a person who is not represented 
by counsel, a lawyer shall not state or imply that the lawyer is 
disinterested . . .  

(c) When the lawyer knows or reasonably should know that the 
unrepresented person misunderstands the lawyer’s role in the matter the 
lawyer should make reasonable efforts to correct the misunderstanding. 

Since the witness here is unrepresented this rule addresses the interactions between her and the 
inquirer.  However, the Committee does not believe that this rule is implicated by this proposed course of 
conduct.  Rule 4.3 was intended to deal with situations where the unrepresented person with whom a 
lawyer is dealing knows he or she is dealing with a lawyer, but is under a misapprehension as to the 
lawyer’s role or lack of disinterestedness.   In such settings, the rule obligates the lawyer to insure that 
unrepresented parties are not misled on those matters.  One might argue that the proposed course here 
would violate this rule because it is designed to induce the unrepresented person to think that the third 
person with whom she was dealing is not a lawyer at all (or lawyer’s representative), let alone the 
lawyer’s role or his lack of disinterestedness. However, the Committee believes that the predominating  
issue here is the deception discussed above, and that that issue is properly addressed under Rule 8.4.    
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Elsewhere, some states have seemingly endorsed the absolute reach of Rule 8.4.  In 
People v. Pautler, 47 P. 3d 1175 (Colo. 2002), for example, the Colorado Supreme 
Court held that no deception whatever is allowed, saying,  
 
“Even noble motive does not warrant departure from the rules of Professional 
Conduct.  . .  We reaffirm that members of our profession must adhere to the 
highest moral and ethical standards.  Those standards apply regardless of 
motive.  Purposeful deception by an attorney licensed in our state is intolerable, 
even when undertaken as a part of attempting to secure the surrender of a 
murder suspect. . . . Until a sufficiently compelling scenario presents itself and 
convinces us our interpretation of Colo. RPC 8.4(c) is too rigid, we stand resolute 
against any suggestion that licensed attorneys in our state may deceive or lie or 
misrepresent, regardless of their reasons for doing so. “ The opinion can be 
found at http://www.cobar.org/opinions/opinion.cfm?opinionid=627&courtid=2 

The Oregon Supreme Court in In Re Gatti, 8 P3d 966 (Ore 2000),  ruled that no 
deception at all is permissible, by a private or a government lawyer, even 
rejecting proposed carve-outs for government or civil rights investigations, 
stating, 

“The Bar contends that whether there is or ought to be a prosecutorial or some 
other exception to the disciplinary rules is not an issue in this case. Technically, 
the Bar is correct. However, the issue lies at the heart of this case, and to ignore 
it here would be to leave unresolved a matter that is vexing to the Bar, 
government lawyers, and lawyers in the private practice of law. A clear answer 
from this court regarding exceptions to the disciplinary rules is in order. 

As members of the Bar ourselves -- some of whom have prior experience as 
government lawyers and some of whom have prior experience in private practice -- this 
court is aware that there are circumstances in which misrepresentations, often in the 
form of false statements of fact by those who investigate violations of the law, are useful 
means for uncovering unlawful and unfair practices, and that lawyers in both the public 
and private sectors have relied on such tactics. However,  . . . [f]aithful adherence to the 
wording of [the analog of Pennsylvania’s Rule 8.4], and this court's case law does not 
permit recognition of an exception for any lawyer to engage in dishonesty, fraud, deceit, 
misrepresentation, or false statements. In our view, this court should not create an 
exception to the rules by judicial decree.“  The opinion can be found at 
http://www.publications.ojd.state.or.us/S45801.htm 

 
Following the Gatti ruling, Oregon’s Rule 8.4 was changed.  It now provides: 
 
“(a)  It is professional misconduct for a lawyer to: . . . (3) engage in conduct involving 
dishonesty, fraud, deceit or misrepresentation that reflects adversely on the lawyer’s 
fitness to practice law. 
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(b) Notwithstanding paragraphs (a)(1), (3) and (4) and Rule 3.3(a)(1), it shall not be 
professional misconduct for a lawyer to advise clients or others about or to supervise 
lawful covert activity in the investigation of violations of civil or criminal law or 
constitutional rights, provided the lawyer's conduct is otherwise in compliance with 
these Rules of Professional Conduct. ‘Covert activity,’ as used in this rule, means an 
effort to obtain information on unlawful activity through the use of misrepresentations 
or other subterfuge. ‘Covert activity’  may be commenced by a lawyer or involve a 
lawyer as an advisor or supervisor only when the lawyer in good faith believes there 
is a reasonable possibility that unlawful activity has taken place, is taking place or will 
take place in the foreseeable future. “ 

Iowa has retained the old Rule 8.4, but adopted a comment interpreting the Rule to 
permit the kind of exception allowed by Oregon.    
 
The Committee also refers the reader to two law review articles collecting other 
authorities on the issue.  See Deception in Undercover Investigations: Conduct Based 
v. Status Based Ethical Analysis, 32 Seattle Univ. L. Rev.123 (2008), and Ethical 
Responsibilities of Lawyers for Deception by Undercover Investigators and 
Discrimination Testers: An Analysis of the Provisions Prohibiting Misrepresentation 
under Model Rules of Professional Conduct, 8 Georgetown Journal of Legal Ethics 791 
(Summer 1995).  
 
Finally, the inquirer also requested the Committee’s opinion as to whether or not, if he 
obtained the information in the manner described, he could use it in the litigation.   The 
Committee believes that issue is beyond the scope of its charge.  If the inquirer 
disregards the views of the Committee and obtains the information, or if he obtains it in 
any other fashion, the question of whether or not the evidence would be usable either 
by him or by subsequent counsel in the case is a matter of substantive and evidentiary 
law to be addressed by the court. 
 
CAVEAT: The foregoing opinion is advisory only and is based upon the facts set forth 
above. The opinion is not binding upon the Disciplinary Board of the Supreme Court of 
Pennsylvania or any other Court. It carries only such weight as an appropriate 
reviewing authority may choose to give it.  
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LAWYERS' AND LAW FIRMS' SELECTION AND ADVERTISING O F 

INTERNET DOMAIN NAMES  

An Inquirer has asked the Committee what considerations would govern the selection and use of a 
particular name as its Uniform Resource Locator (“URL”) for specifying its address on the Internet. 

The selection of an Internet domain name for a law firm and the use of that identifier in 
advertisements for the services of the firm raises two questions: first, must the lawyer in selecting a 
domain name follow the rule of professional conduct governing firm names, and second, may the 
selected name be used in advertisements in lieu of or in addition to the traditional form of the firm 
name? 

The proposed domain name is intended by the inquirer to portray a law firm available to render legal 
services, particularly in finance and business related matters, on an as-needed basis. The Inquirer 
believes that the proposed name indicates a law firm capable of responding to specific needs of a 
particular client community and that the selected domain name will yield better results among 
searchers than would a traditional “attorney” or “lawyer” name. 

As to the first issue, the Committee has decided that a law firm may adopt a domain name for its 
Internet Uniform Resource Locator (“URL”), that does not include the firm's name or that of any 
individual attorney within that firm, provided that the Internet web site to which the browser is 
directed clearly and prominently identifies the actual law firm name and its address; the domain name 
must not be false or misleading; the name must not imply that the lawyer has been recognized or 
certified as a specialist other than as provided by rules of professional conduct; and, the domain name 
must not be used in advertising exclusively as a substitute identifier of the firm. 

1. Law Firm Domain Names 

Subject to one exception, the name under which a lawyer or law firm practices in New Jersey must 
“include the full or last names of one or more of the lawyers in the firm or the names of a person or 
persons who have ceased to be associated with the firm through death or retirement.” RPC 7.5(a). 

Several New Jersey opinions have guided the Bar on the use of firm names and trade names. For 
purposes of advertising the firm's location on the Internet, the use of the alternative firm name is 
distinguished from the more restrictive application discussed in Committee on Attorney Advertising 
Opinion 2, 120 N.J.L.J. 789, (October 29, 1987) which refers to the formal firm name. Furthermore, 
the proposed adoption of the URL domain name is distinguished from the use of additional 
identifying language affixed to a firm's name and enjoined by Committee on Attorney Advertising 
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Opinion 10, 129 N.J.L.J. 270, (September 26, 1991) because the formal name must be preserved and 
used on the Internet. Opinion 10 continues to provide reliable guidance to firms selecting the 
identification name permissible as a URL. Opinion 10 is overruled to the extent that, for purposes of 
URL firm identification, the URL identifier may describe the practice, not necessarily the identity of 
the attorneys in the firm. The trade name restrictions defined by Advisory Committee on Professional 
Ethics Opinion 435, 104 N.J.L.J. 305, (October 4, 1979), remain unchanged. 

There are no New Jersey ethics opinions on this subject, but ethics authorities in New York, Arizona, 
Texas, and Ohio have issued opinions holding that domain names are not subject to the same 
regulation as a traditional firm name and a URL identifier may be used, unless false or misleading. 
See, Association of the Bar of the City of New York, Formal Opinion 2003-01, Arizona 97-04, Texas 
Interpretive Comment 17 (Mach 1996, revised May 2003), Ohio 99-4. The opinion of the Association 
of the Bar of the City of New York, with which this Committee agrees, holds “that it is ethical under 
certain circumstances for a lawyer or law firm to employ a domain name that does not include or 
embody the firm's name or that of any individual lawyer.” The New York opinion cautioned that 
“domain names may not be used as a substitute identifier for the law firm and must comply with the 
strictures … applied to legal advertisements generally.”  

Thus, the lawyer or firm is required to provide the following information at the initial or “home” page 
of the site: 

The actual, formal name of the firm or attorney responsible for the site; 

The bona fide street location of the law office to which the URL refers 
and the telephone number of the firm; and 

Disclaimers and advisories required by RPC 7.1, 7.2, 7.3 and 7.4. 

2. Use of Domain Names in Advertising 

The Committee concludes that a firm may use a different form of its name for purposes of Internet 
access and retrieval of information about the firm and its services. The URL name form may be used 
provided the name selected is not false or misleading. RPC 7.1(a). The firm employing the domain 
name may not state, imply, or attempt to practice law using that name in violation of RPC 7.5. The 
selected name may not communicate false or misleading information “about the lawyer, the lawyer's 
services, or any matter in which the lawyer has or seeks a professional involvement. RPC7.1(a). The 
domain name may not create an unjustified expectation RPC 7.1(a)(2), state or imply results that can 
be achieved by means that violated the Rules of Professional Conduct, RPC 7.1(a)(2), or compare the 
lawyer's service with other lawyers' services, RPC 7.1(a)(3). Furthermore, the Internet form of the 
firm's name must be for location purposes only and may not state or imply recognition or certification 
of a specialty other than as authorized by RPC 7.4. The firm may not convert the Internet domain 
name to the formal name of the firm or use that name in lieu of the formal name as required by RPC 
7.5. 

The Committee has concluded that under the circumstances outlined in this opinion an attorney or law 
firm may adopt a domain name that does not include the name of the firm or any of its lawyers. The 
attorney may use the domain name in advertising as long as the name is for the purpose of locating 
and identifying a website, not as a substitute way to identify the attorney or law firm. Assuming the 
law firm is authorized to use the proposed domain name, the firm would also be permitted to use that 
name as a means to direct potential clients to the firm's web site. 

4 
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The Committee on Attorney Advertising received a grievance regarding an Internet attorney-

client matching company (“Internet company”) with which fifteen (15) New Jersey attorneys were 

participating. The attorney respondents and the Internet company submitted a response to the allegations 

set forth in the grievance. Recognizing that the rules in New Jersey on Internet advertising may not be 

clear, the Committee hereby addresses the grievance by issuing an advisory opinion. The Committee 

finds that the Internet website is not an impermissible attorney referral service but it is misleading, in 

violation of Rule of Professional Conduct 7.1(a). New Jersey attorneys may not participate in 

advertising that is misleading.  

The Internet company offers a group of websites concerning bankruptcy. The websites include 

general information about what debts may be discharged and the difference between a chapter 7 and 

chapter 13 bankruptcy, and offers to connect visitors to the website (“Users”) with a bankruptcy 

attorney. Respondents stated that the company takes actions to ensure that its websites have a high 
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ranking on various Internet search engines (“search engine optimization”).  

The Committee focused on one specific website with which the New Jersey attorneys were 

participating. Attorneys who participate in this website pay for the exclusive rights to a geographical 

area, by zip code. When a User seeking an attorney provides his or her zip code and contact information, 

the website will identify the sole participating attorney for the pertinent geographical area. 

The website does not inform the User that the search for a bankruptcy attorney is completed the 

moment he or she inputs a zip code. Rather, the website home page invites the User to “get a free 

evaluation from a local bankruptcy attorney” by filling out a form. The website states that “step 1 of 5” 

for the free evaluation is to provide the User’s zip code and select a reason for considering bankruptcy. 

The website explains that the User must provide the zip code because “the law varies from state to 

state.” 

The User enters the zip code and the next screen – step 2 of the “free evaluation” – appears, 

seeking information about bills and monthly expenses. Step 3 of this “free evaluation” asks about what 

assets the User owns, step 4 asks about income, and step 5 requests the User’s contact information. 

While only the zip code box in step 1 and parts of the contact information in step 5 have a little red 

asterisk indicating “required information,” the sequential steps seeking what any consumer would feel is 

pertinent information for the promised “evaluation” appear to be necessary.  

The website contains a lengthy, 16-sentence disclaimer at the bottom of the home page that the 

site is a lawyer advertisement, not a referral service, and the company is not making an attorney 

recommendation. The 5th sentence of this 16-sentence disclaimer states that “[t]he sole basis for the 

inclusion of the participating lawyers or law firms is the payment of a fee for exclusive geographical 

advertising rights.” This convoluted “legalese” means, in plain English, that only one participating 

attorney is offered per geographical area, though the translation from “legalese” to plain English is 

unlikely to be grasped by most consumers. At the bottom of the page there also is a link to “terms and 

conditions,” a many-page document with other disclaimers. The website does not make representations 

about the quality or suitability of participating attorneys. It merely offers Users the opportunity to 
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“connect with a local bankruptcy attorney for a free case evaluation.” 

A list with the names of all New Jersey attorneys participating in the website is not easy to find. 

The link for “find office locations of bankruptcy attorneys” and “New Jersey attorneys” did not reveal a 

list of participating attorneys in New Jersey. The only information under “New Jersey attorneys” in 

April, 2011, when the Committee sought to find a list of names, was “Passaic Bankruptcy Attorney,” 

“Newark Bankruptcy Attorney,” or “New Jersey Bankruptcy Attorney.” When those links are clicked, 

the respective website page states that a “Passaic bankruptcy attorney,” “Newark bankruptcy attorney,” 

or “New Jersey bankruptcy attorney” is ready to discuss the case and directs the User to enter the zip 

code to begin the “free evaluation.” 

The list of New Jersey participating attorneys can be accessed only by focusing on these two 

sentences in the 16-sentence disclaimer at the bottom of the home page: “An attorney responsible for the 

content of this Site is [out-of-state attorney name], licensed in Illinois with offices at [street address], 

Chicago, Illinois 60602. To see the attorney in your area who is responsible for this advertisement, 

please click here.” When the User clicks on the “click here” link, a list of over 400 names and addresses 

of nationwide participating attorneys pops up, sorted by state. Hence, the list of New Jersey participating 

attorneys is accessed solely by clicking to find out “the attorney in your area who is responsible for this 

advertisement” then scrolling down the list for New Jersey attorneys. It is not accessed by clicking on 

more prominent links, such as the link for “Bankruptcy Lawyers,” “Find a Bankruptcy Lawyer,” 

“Bankruptcy Lawyers by State,” “New Jersey,” or any link under the heading “Filing Bankruptcy in 

New Jersey.” 

The Internet company charges participating attorneys a monthly fee that is adjusted upward or 

downward based on how many Users enter information and are put in contact with participating 

attorneys. As a result, attorneys pay a certain dollar amount per contact.  

Rule of Professional Conduct 7.2(c) provides in relevant part: 

A lawyer shall not give anything of value to a person for recommending 
the lawyer’s services, except that: (1) a lawyer may pay the reasonable 
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cost of advertising or written communication permitted by this Rule; . . . 
and (3) a lawyer may pay the usual charges of a not-for-profit lawyer 
referral service or other legal service organization. 

 

A “not-for-profit lawyer referral service” is defined as a “lawyer referral service operated, sponsored, or 

approved by a bar association.” RPC 7.3(d). The Internet company is not operated, sponsored, or 

approved by a bar association. A “legal service organization” is defined as a legal aid office or public 

defender office; a military legal assistance office; a lawyer referral service operated by a bar association; 

or a bona fide organization that recommends, furnishes or pays for legal services to its members or 

beneficiaries that has registered as such with the New Jersey Supreme Court. RPC 7.3(e). The Internet 

company does not meet any of these definitions. 

Rule of Professional Conduct 7.3(d) provides: 

A lawyer shall not compensate or give anything of value to a person or 
organization to recommend or secure the lawyer’s employment by a client, 
or as a reward for having made a recommendation resulting in the 
lawyer’s employment by the client except that the lawyer may pay for 
public communications permitted by RPC 7.1 and the usual and 
reasonable fees or dues charged by a lawyer referral service operated, 
sponsored, or approved by a bar association. 

 

Accordingly, the Rules prohibit an attorney from giving anything of value to a person for 

recommending the lawyer’s services, or compensating or giving anything of value to a person or 

organization to secure the lawyer’s employment by a client or as a reward for having made a 

recommendation resulting in the lawyer’s employment by a client. RPC 7.2(c); RPC 7.3(d). Both of 

these Rules provide that attorneys may, however, pay the reasonable cost of advertising or public 

communication. The question, then, is whether the payments made by participating attorneys to the 

Internet company are for the reasonable cost of advertising. If the website is considered an 

impermissible attorney referral service and not mere advertising, New Jersey attorneys may not 

participate. 

The Committee first considered whether a legal marketing scheme is an impermissible attorney 
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referral service in CAA Joint Opinion 6 / ACPE Opinion 645, 126 N.J.L.J. 894 (October 4, 

1990). A private company devised a marketing scheme inviting prospective clients with specific types of 

legal issues to telephone a toll-free number and receive a referral to an attorney. The advertisement 

stated that calls would be screened by a “trained paralegal” and forwarded to “experienced” attorneys. 

The Committees found that the marketing scheme was an impermissible referral service and New Jersey 

attorneys may not participate. 

The Committee returned to the issue two years later, in CAA Opinion 13, 132 N.J.L.J. 267 

(October 5, 1992), 1 N.J.L. 1588 (October 12, 1992). The Committee considered three marketing 

schemes, one involving a company offering a “talking yellow pages” funneling consumers to a toll-free 

telephone number, the second involving a company running a television advertisement and toll-free 

telephone number, and the third involving a cooperative advertising plan where attorneys advertise 

“under a common banner.” The Committee found that the first two schemes were impermissible referral 

services but the third scheme may be permissible because it merely presented information about 

participating attorneys. The Committee added that the cooperative advertising plan must include a 

disclaimer that it is paid advertising and not a referral service. 

Opinion 13 set forth three factors for distinguishing between impermissible referral services and 

advertising. The first factor is whether the marketer limits access to information or whether, like a 

“Yellow Pages” directory, the entire list of participating attorneys is available to the consumer. The 

Committee noted that even when the entire list of participating attorneys is scrolled on a television 

advertisement, if it is scrolled at rapid speed, retention of the information is unlikely and access to the 

information is considered limited. The second factor is whether the marketer, explicitly or implicitly, 

guides consumers to a specific attorney. In contrast to directories such as “Yellow Pages,” a referral 

service “is a directing intermediary, not just an encounter between the consumer and the passive 

information made available by the attorney.” The Committee noted that such directive conduct “tends to 

invite from the consumer a sense of reliance.” The third factor is whether the marketer serves a public 

purpose (providing information about attorneys or putting people in touch with attorneys) or primarily a 

commercial purpose.  
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The following year, the Committee supplemented Opinion 13, 133 N.J.L.J. 652 (March 1, 1993), 

2 N.J.L. 353 (March 8, 1993), again in the context of a television advertisement with a toll-free 

telephone number. The advertisement displayed the names and addresses of participating attorneys in a 

way that could be retained; the names were not scrolled and they appeared on screen for an adequate 

period of time. While the callers to the toll-free number were “guided” to a specific participating 

attorney by geographical area, the advertisement informed the callers that they would be sent to the 

attorney who paid to participate in that area. The Committee found that the advertisement clearly 

disclosed that calls were directed to the participating attorney – “not necessarily the ‘right’ attorney.”  

Lastly, in 2005, the Committee issued an opinion concerning a website run by a private 

marketing company on which an attorney’s own webpage would be listed. Opinion 36, 182 N.J.L.J. 

1206 (December 26, 2005), 15 N.J.L. 48 (January 2, 2006). The attorney purchased the rights to receive 

an exclusive listing for a particular county and a specific practice area. The Committee noted that 

consumers may be misled into believing the website “was other or more than simply a paid 

advertisement, and carried greater weight,” and that such a consequence “would appear more likely 

when only a very limited number of lawyers are listed for a particular geographical, subject matter or 

other defined area.” The Committee concluded that a prominent disclaimer on the website that all 

attorney listings are a paid advertisement and not a referral or endorsement would rectify consumer 

confusion. 

The Committee’s prior opinions focused on the accuracy and sufficiency of information provided 

to consumers. Marketers who claimed to find the “right” attorney for consumers, who asserted that they 

will provide an attorney suitable for the consumer’s legal needs, or who misled consumers (by 

commission or omission) as to the basis for the selection of an attorney were considered to be 

impermissible referral services.  

Applying these factors to the Internet company website at issue, the Committee finds that the 

website limits access to information, both by permitting only one attorney to participate per 

geographical area and by burying the list of participating attorneys. The website also guides Users to a 
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specific attorney, the attorney who has purchased the exclusive rights based on geographical 

area. The “5 step free evaluation” language implies that something more than just a match between zip 

codes is occurring, inviting reliance by the User on the website. Lastly, while the website provides 

useful information about general bankruptcy topics, the Committee finds that its primary purpose is 

commercial, to generate profit from fees paid by participating attorneys. 

While the limited access to information and directive conduct support a finding that the website 

is a referral service rather than advertising, the Committee recognizes that further consideration is 

required. The website does not vouch for the qualifications of the participating attorneys, does not claim 

to find the “right” attorney, and does not purport to assess Users’ legal needs. It does, however, imply 

that the selection of participating attorneys is based at least in part on an evaluation rather than on the 

User’s zip code. As the Committee found in Opinion 36, if sufficient information is clearly imparted to a 

consumer, the consumer should be able to differentiate between an attorney referral service and a 

commercial enterprise designed to publicize attorneys practicing in a certain field. The Committee finds 

that the Internet company website is not an impermissible referral service provided it supplies additional 

information regarding the basis for selection of attorneys and addresses the other concerns discussed 

below. 

This decision is generally consistent with other jurisdictions’ review of this type of Internet 

advertising. Arizona, Washington, Kentucky, and New York have found that websites are referral 

services when they purport to evaluate the needs of the User to match the User to the attorney, or vouch 

for the qualifications of the participating attorneys.
1

 Texas and Ohio have found websites to be 

advertising rather than referral services when sufficient information is presented to the User and the 

websites make no assertions about the qualifications of the participating attorneys.
2

 South Carolina takes 

a different view, finding that any website that restricts attorney participation is an impermissible referral 

service and not advertising.
3

 
 

Attorney advertising cannot be misleading or omit operative facts. Misleading communications 

are prohibited by Rule of Professional Conduct 7.1(a). The Committee finds that the Internet company 
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website does not provide sufficient information to the User and is misleading. 

Websites that direct Users to only one attorney based on the purchase of exclusive rights to 

geographical areas are suspect. To avoid misleading consumers, the methodology for the selection of the 

attorney’s name must be made clear, including the fact that the website limits participation to one 

(paying) attorney per geographical area. The website must inform the consumer in plain language that 

the “local bankruptcy attorney” name provided to the User is based solely on the zip code provided and 

not by any evaluation. This information cannot be countermanded by contrary statements, like the 

suggestion that the zip code is necessary only because “the law varies from state to state” or the 

implication that a financial evaluation is required to identify the participating attorney. 

The phrase “free evaluation” in the five-step portion of the website that will “connect” the User 

to a participating attorney connotes a nuanced, fact-specific consideration of the User’s financial 

condition and is misleading. Inputting the requested information does not result in an evaluation, it 

results in the User reaching the fifth screen and clicking “submit” with his or her zip code and contact 

information, thereby triggering the identification of the participating attorney. 

Further, all requirements for attorneys to participate in the website must be clearly specified; a 

full list of participating attorneys must be readily accessible; and the website must inform the User that 

attorneys have paid a fee to participate. The language “attorney advertisement” or “not an attorney 

referral service” does not impart sufficient information to the User though this language must still be 

prominently displayed on the website.  

A website may limit attorney participation in various ways, such as by requiring attorneys to 

have practiced a certain number of years or to maintain a certain level of malpractice insurance. 

Websites may state that the participating attorneys meet these requirements but must refrain from 

making statements vouching for the quality of the participating attorneys or comparing participating 

attorneys to other attorneys.  
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The question remains whether the payments made by participating attorneys to the Internet 

company are permissible. The company charges participating attorneys a fee per “contact” or referral of 

potential clients to the attorney.  

Rule of Professional Conduct 7.2(c) permits attorneys to pay the “usual fees” for advertising. In 

Internet advertising, “pay-per-click,” where the fee is based on the number of clicks or “hits” on the 

website link, has become a common model for advertising charges. See www.en.wikipedia.org, “Pay-

per-click.” As one legal commenter states: 

[P]ayments computed on the basis of a number of times that the viewer of 
a Web-based ad “clicks through” to a particular page or site should be 
permissible, if not linked to the actual establishment of client-lawyer 
relationships and if the method of computation is analogous to what is 
done in the marketing of goods and services other than legal services.  

 
[The Law of Lawyering, Geoffrey C. Hazard, Jr.,  

W. William Hodes, Peter R. Jarvis (3d ed. 2011), Section 
56.5, page 56-09.] 

 

The fee scheme imposed by the Internet company here is “pay-per-lead,” a payment for each contact 

form the website sends to a participating attorney. The payment is based only on the contact, not on the 

retention of the attorney by the client or the establishment of an attorney-client relationship. 

The Committee hereby decides that attorneys are not flatly prohibited from paying “per-lead” 

Internet advertising charges provided the marketing scheme is advertising and not an impermissible 

referral service. Just as “pay-per-click” has become more prevalent in the Internet advertising 

community, “pay-per-lead” or “pay-per-contact” for Internet advertising is likely to become a more 

common model due to its inherent reward for effective advertising.  
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In sum, the content and operation of Internet advertising websites must not be misleading. 

Internet websites must make the methodology for the selection of the attorney’s name clear, especially if 

the website limits participation of attorneys by geographical area or practice area. If participation is 

limited, all requirements for attorneys to participate in the website must be specified. Websites may state 

that the participating attorneys meet these requirements but must refrain from making statements 

vouching for the quality of the participating attorneys or comparing participating attorneys to other 

attorneys. Internet websites must make a full list of participating attorneys readily accessible. Websites 

must provide this information to consumers in plain language, not convoluted “legalese.” Such 

information cannot be countermanded or undermined by contrary statements or suggestions. The 

language “attorney advertisement” and “not an attorney referral service” must still be prominently 

displayed on the website.  

The Committee finds that the Internet company website is advertising and not an impermissible 

referral service. The website, however, is misleading, in violation of Rule of Professional Conduct 7.1

(a). Attorneys are responsible for the language and methods of websites on which they advertise. A New 

Jersey attorney who participates in a website that is misleading violates Rule of Professional Conduct 

7.1(a).  

1 Arizona Opinion 06-06 (September 2006) (website that matches Users with attorneys based on geographical areas and 
practice areas, vouches for the qualifications of participating attorneys, provides a satisfaction guarantee, claims to assist 
Users find the “right lawyer,” and limits participation by attorneys based on geographical and practice areas is a referral 
service); Washington State Bar Association Advisory Opinion 2106 (2006) (website that screens Users’ legal issues and 
forwards the inquiries to “qualified” participating attorneys is a referral service); Kentucky Bar Association Ethics Opinion 
E-429 (June 17, 2008) (website that requires User to provide extensive information and purports to assess the needs of the 
client and match the client with a specific lawyer is a referral service; when marketers limit the number of participating 
attorneys, without an appropriate disclaimer, the arrangement “may mislead the client into believing that there is an 
evaluative process being conducted when in fact there is not”); New York State Bar Association Committee on Professional 
Ethics Opinion 799 (September 29, 2006) (website is referral service if it exercises discretion but it is advertising if it 
transparently permits the prospective client to operate the various filters and make a choice for him or herself). 

 
2 Supreme Court of Texas Professional Ethics Committee Opinion 573 (July 2006) (website is advertising if the selection of 
attorneys is computer-automated with no exercise of discretion, it makes no assertions about the quality of the lawyers 
included, it informs Users what the limitations on the number or qualifications of participating attorneys are, and it does not 
unreasonably limit or restrict the number of lawyers that may participate in a given geographical area or legal practice area); 
Ohio Board of Commissioners on Grievances and Discipline Opinion 2001-2 (April 6, 2001) (website permits participating 
attorneys to purchase exclusive rights to contacts by Users from selected zip code areas, and if the website “perform[s] only 
the ministerial function” of placing the attorney’s name and related information into view, the website is an advertisement – 
“unless the context suggests otherwise”). 
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3 South Carolina Ethics Advisory Opinion 01-03 (2001). 
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ETHICS OPINION 972 

New York State BarNew York State BarNew York State BarNew York State Bar    AssociationAssociationAssociationAssociation    

Committee on Professional EthicsCommittee on Professional EthicsCommittee on Professional EthicsCommittee on Professional Ethics 

Opinion 972Opinion 972Opinion 972Opinion 972    (6/26/13)(6/26/13)(6/26/13)(6/26/13) 

TopicTopicTopicTopic: Listing in social media 

DigestDigestDigestDigest: Law firm may not list its services under heading of “Specialties” on a social media site, and lawyer 

may not do so unless certified as a specialist by an appropriate organization or governmental authority. 

RuleRuleRuleRule: 7.4 

FACTSFACTSFACTSFACTS 

1. The inquiring lawyer’s firm has created a page on LinkedIn, a professional network social media site. A 

firm that lists itself on the site can, in the “About” segment of the listing, include a section labeled 

“Specialties.” The firm can put items under that label but cannot change the label itself. However, the firm 

can, in the “About” segment, include other sections entitled “Skills and Expertise,” “Overview,” 

“Industry,” and “Products & Services.” 

QUESTIONQUESTIONQUESTIONQUESTION 

2. When a lawyer or law firm provides certain kinds of legal services, and is listed on a social media site that 

includes a section labeled “Specialties,” may the lawyer or law firm use that section to describe the kinds of 

services provided? 

OPINIONOPINIONOPINIONOPINION 

3. The New York Rules of Professional Conduct allow lawyers and law firms to make statements about their 

areas of practice, but the Rules also limit the wording of such statements: 

A lawyer or law firm may publicly identify one or more areas of law in which the lawyer or the law 

firm practices, or may state that the practice of the lawyer or law firm is limited to one or more areas 

of law, provided that the lawyer or law firm shall not state that the lawyer or law firm is a specialist or 

specializes in a particular field of law, except as provided in Rule 7.4(c). 

 

Rule 7.4(a) (emphasis added). The exception in Rule 7.4(c) allows a lawyer to state the fact of certification as 

a specialist, along with a mandated disclaimer, if the lawyer is certified as a specialist in a particular area by 

a private organization approved for that purpose by the American Bar Association, or by the authority 

having jurisdiction over specialization under the laws of another state or territory.[1] 
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4. A lawyer or law firm listed on a social media site may, under Rule 7.4(a), identify one or more areas of law 

practice. But to list those areas under a heading of “Specialties” would constitute a claim that the lawyer or 

law firm “is a specialist or specializes in a particular field of law” and thus, absent certification as provided 

in Rule 7.4(c), would violate Rule 7.4(a). See N.Y. State 559 (1984) (under the Rule’s similar predecessor in 

Code of Professional Responsibility, it would be improper for lawyer to be listed in law school alumni 

directory cross-referenced by “legal specialty”). We do not in this opinion address whether the lawyer or 

law firm could, consistent with Rule 7.4(a), list practice areas under other headings such as “Products & 

Services” or “Skills and Expertise.” 

5. If a lawyer has been certified as a specialist in a particular area of law or law practice by an organization 

or authority as provided in Rule 7.4(c), then the lawyer may so state if the lawyer complies with that Rule’s 

disclaimer provisions, which have undergone recent change.[2] However, Rule 7.4(c) does not provide that 

a law firm (as opposed to an individual lawyer) may claim recognition or certification as a specialist, and 

Rule 7.4(a) would therefore prohibit such a claim by a firm.  

CONCLUSIONCONCLUSIONCONCLUSIONCONCLUSION 

6. A law firm may not list its services under the heading “Specialties” on a social media site. A lawyer may 

not list services under that heading unless the lawyer is certified in conformity with the provisions of Rule 

7.4(c). 

(22-13) 

 

[1] Also, Rule 7.4(b) allows a lawyer admitted to patent practice before the United States Patent and 

Trademark Office to use a designation such as “Patent Attorney.” This opinion does not address the 

particular circumstances of such patent attorneys. 

 

[2] In Hayes v. Grievance Comm. of the Eighth Jud. Dist., 672 F. 3d 158 (2d Cir. 2012), the Court struck 

down two parts of the Rule’s required disclaimers. One part was the language that “certification is not a 

requirement for the practice of law in the State of New York and does not necessarily indicate greater 

competence than other attorneys experienced in this field of law.” Subsequently, by order dated June 25, 

2012, the Appellate Divisions deleted that language from the required disclaimers. (The other part of the 

originally required disclaimers – that a certifying organization is not affiliated with a governmental 

authority, or alternatively that certification granted by another government is not recognized by any New 

York governmental authority – remains in place.) The Hayes court also held that Rule 7.4's requirement that 

disclaimers be “prominently made” was unconstitutionally void for vagueness as applied to the plaintiff. In 

a memorandum dated May 31, 2013, the Unified Court System requested comments from interested 

persons with respect to defining the term “prominently made.” A lawyer asserting a specialty risks violation 

of Rule 7.4(c) if the social media site does not satisfy the requirement of “prominently” making the required 

disclaimer. See Rule 8.4(a) (violation of Rules “through the acts of another”). 
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FORMAL OPINION 2014-300 
 

ETHICAL OBLIGATIONS FOR ATTORNEYS USING SOCIAL MEDIA 
 

I. Introduction and Summary 
 

“Social media” or “social networking” websites permit users to join online communities where they 
can share information, ideas, messages, and other content using words, photographs, videos and 
other methods of communication. There are thousands of these websites, which vary in form and 
content. Most of these sites, such as Facebook, LinkedIn, and Twitter, are designed to permit users 
to share information about their personal and professional activities and interests. As of January 
2014, an estimated 74 percent of adults age 18 and over use these sites.1  
 
Attorneys and clients use these websites for both business and personal reasons, and their use raises 
ethical concerns, both in how attorneys use the sites and in the advice attorneys provide to clients 
who use them. The Rules of Professional Conduct apply to all of these uses. 
 
The issues raised by the use of social networking websites are highly fact-specific, although certain 
general principles apply. This Opinion reiterates the guidance provided in several previous ethics 
opinions in this developing area and provides a broad overview of the ethical concerns raised by 
social media, including the following: 

 

1. Whether attorneys may advise clients about the content of the clients’ social networking 
websites, including removing or adding information.  

2. Whether attorneys may connect with a client or former client on a social networking 
website.  

3. Whether attorneys may contact a represented person through a social networking 
website.  

4. Whether attorneys may contact an unrepresented person through a social networking 
website, or use a pretextual basis for viewing information on a social networking site that 
would otherwise be private/unavailable to the public. 

5. Whether attorneys may use information on a social networking website in client-related 
matters. 

6. Whether a client who asks to write a review of an attorney, or who writes a review of an 
attorney, has caused the attorney to violate any Rule of Professional Conduct. 

7. Whether attorneys may comment on or respond to reviews or endorsements.  

8. Whether attorneys may endorse other attorneys on a social networking website.  

9. Whether attorneys may review a juror’s Internet presence.  

                                                           
1 http://www.pewinternet.org/fact-sheets/social-networking-fact-sheet/ 
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10. Whether attorneys may connect with judges on social networking websites. 
 

This Committee concludes that: 
 

1. Attorneys may advise clients about the content of their social networking websites, 
including the removal or addition of information. 

2. Attorneys may connect with clients and former clients. 

3. Attorneys may not contact a represented person through social networking websites. 

4. Although attorneys may contact an unrepresented person through social networking 
websites, they may not use a pretextual basis for viewing otherwise private information 
on social networking websites.  

5. Attorneys may use information on social networking websites in a dispute.  

6. Attorneys may accept client reviews but must monitor those reviews for accuracy.  

7. Attorneys may generally comment or respond to reviews or endorsements, and may 
solicit such endorsements.  

8. Attorneys may generally endorse other attorneys on social networking websites.  

9. Attorneys may review a juror’s Internet presence.  

10. Attorneys may connect with judges on social networking websites provided the purpose 
is not to influence the judge in carrying out his or her official duties. 

 
This Opinion addresses social media profiles and websites used by lawyers for business purposes, 
but does not address the issues relating to attorney advertising and marketing on social networking 
websites. While a social media profile that is used exclusively for personal purposes (i.e., to maintain 
relationships with friends and family) may not be subject to the Rules of Professional Conduct 
relating to advertising and soliciting, the Committee emphasizes that attorneys should be conscious 
that clients and others may discover those websites, and that information contained on those 
websites is likely to be subject to the Rules of Professional Conduct. Any social media activities or 
websites that promote, mention or otherwise bring attention to any law firm or to an attorney in his 
or her role as an attorney are subject to and must comply with the Rules. 
 
II. Background 

 
A social networking website provides a virtual community for people to share their daily activities 
with family, friends and the public, to share their interest in a particular topic, or to increase their 
circle of acquaintances. There are dating sites, friendship sites, sites with business purposes, and 
hybrids that offer numerous combinations of these characteristics. Facebook is currently the leading 
personal site, and LinkedIn is currently the leading business site. Other social networking sites 
include, but are not limited to, Twitter, Myspace, Google+, Instagram, AVVO, Vine, YouTube, 
Pinterest, BlogSpot, and Foursquare. On these sites, members create their own online “profiles,” 
which may include biographical data, pictures and any other information they choose to post.  
 
Members of social networking websites often communicate with each other by making their latest 
thoughts public in a blog-like format or via e-mail, instant messaging, photographs, videos, voice or 
videoconferencing to selected members or to the public at large. These services permit members to 
locate and invite other members into their personal networks (to “friend” them) as well as to invite 
friends of friends or others.  
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Social networking websites have varying levels of privacy settings. Some sites allow users to restrict 
who may see what types of content, or to limit different information to certain defined groups, such 
as the “public,” “friends,” and “others.” For example, on Facebook, a user may make all posts 
available only to friends who have requested access. A less restrictive privacy setting allows “friends 
of friends” to see content posted by a specific user. A still more publicly-accessible setting allows 
anyone with an account to view all of a person’s posts and other items.  
 
These are just a few of the main features of social networking websites. This Opinion does not 
address every feature of every social networking website, which change frequently. Instead, this 
Opinion gives a broad overview of the main ethical issues that lawyers may face when using social 
media and when advising clients who use social media.  
 
III. Discussion 

 
A. Pennsylvania Rules of Professional Conduct: Mandatory and Prohibited 

Conduct 
 

Each of the issues raised in this Opinion implicates various Rules of Professional Conduct that 
affect an attorney’s responsibilities towards clients, potential clients, and other parties. Although no 
Pennsylvania Rule of Professional Conduct specifically addresses social networking websites, this 
Committee’s conclusions are based upon  the existing rules. The Rules implicated by these issues 
include: 

 

 Rule 1.1  (“Competence”) 

 Rule 1.6  (“Confidentiality of Information”) 

 Rule 3.3  (“Candor Toward the Tribunal”) 

 Rule 3.4  (“Fairness to Opposing Party and Counsel”) 

 Rule 3.5  (“Impartiality and Decorum of the Tribunal”) 

 Rule 3.6  (“Trial Publicity”) 

 Rule 4.1  (“Truthfulness in Statements to Others”) 

 Rule 4.2  (“Communication with Person Represented by Counsel”) 

 Rule 4.3  (“Dealing with Unrepresented Person”) 

 Rule 8.2  (“Statements Concerning Judges and Other Adjudicatory Officers”) 

 Rule 8.4  (“Misconduct”) 
 

The Rules define the requirements and limitations on an attorney’s conduct that may subject the 
attorney to disciplinary sanctions. While the Comments may assist an attorney in understanding or 
arguing the intention of the Rules, they are not enforceable in disciplinary proceedings. 

 
B. General Rules for Attorneys Using Social Media and Advising Clients About 

Social Media 
 

Lawyers must be aware of how these websites operate and the issues they raise in order to represent 
clients whose matters may be impacted by content posted on social media websites. Lawyers should 
also understand the manner in which postings are either public or private. A few Rules of 
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Professional Conduct are particularly important in this context and can be generally applied 
throughout this Opinion.  
 
Rule 1.1 provides: 
 

A lawyer shall provide competent representation to a client. Competent 
representation requires the legal knowledge, skill, thoroughness and preparation 
reasonably necessary for the representation. 
 

As a general rule, in order to provide competent representation under Rule 1.1, a lawyer should 
advise clients about the content of their social media accounts, including privacy issues, as well as 
their clients’ obligation to preserve information that may be relevant to their legal disputes.  
 
Comment [8] to Rule 1.1 further explains that, “To maintain the requisite knowledge and skill, a 
lawyer should keep abreast of changes in the law and its practice, including the benefits and risks 
associated with relevant technology….” Thus, in order to provide competent representation in 
accordance with Rule 1.1, a lawyer should (1) have a basic knowledge of how social media websites 
work, and (2) advise clients about the issues that may arise as a result of their use of these websites.  
 
Another Rule applicable in almost every context, and particularly relevant when social media is 
involved, is Rule 8.4 (“Misconduct”), which states in relevant part: 
 

It is professional misconduct for a lawyer to:  
… 
(c) engage in conduct involving dishonesty, fraud, deceit or misrepresentation;  
 

This Rule prohibits “dishonesty, fraud, deceit or misrepresentation.” Social networking easily lends 
itself to dishonesty and misrepresentation because of how simple it is to create a false profile or to 
post information that is either inaccurate or exaggerated. This Opinion frequently refers to Rule 8.4, 
because its basic premise permeates much of the discussion surrounding a lawyer’s ethical use of 
social media.  
 

C. Advising Clients on the Content of their Social Media Accounts 
 

As the use of social media expands, so does its place in legal disputes. This is based on the fact that 
many clients seeking legal advice have at least one account on a social networking site. While an 
attorney is not responsible for the information posted by a client on the client’s social media profile, 
an attorney may and often should advise a client about the content on the client’s profile.  
 
Against this background, this Opinion now addresses the series of questions raised above. 
 

1. Attorneys May, Subject to Certain Limitations, Advise Clients About 
The Content Of Their Social Networking Websites 

 
Tracking a client’s activity on social media may be appropriate for an attorney to remain informed 
about developments bearing on the client’s legal dispute. An attorney can reasonably expect that 
opposing counsel will monitor a client’s social media account.  
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For example, in a Miami, Florida case, a man received an $80,000.00 confidential settlement 
payment for his age discrimination claim against his former employer.2 However, he forfeited that 
settlement after his daughter posted on her Facebook page “Mama and Papa Snay won the case 
against Gulliver. Gulliver is now officially paying for my vacation to Europe this summer. SUCK 
IT.” The Facebook post violated the confidentiality agreement in the settlement and, therefore, cost 
the Plaintiff $80,000.00.  
 
The Virginia State Bar Disciplinary Board3 suspended an attorney for five years for (1) instructing 
his client to delete certain damaging photographs from his Facebook account, (2) withholding the 
photographs from opposing counsel, and (3) withholding from the trial court the emails discussing 
the plan to delete the information from the client’s Facebook page. The Virginia State Bar 
Disciplinary Board based the suspension upon the attorney’s violations of Virginia’s rules on candor 
toward the tribunal, fairness to opposing counsel, and misconduct. In addition, the trial court 
imposed $722,000 in sanctions ($542,000 upon the lawyer and $180,000 upon his client) to 
compensate opposing counsel for their legal fees.4  
 
While these may appear to be extreme cases, they are indicative of the activity that occur involving 
social media. As a result, lawyers should be certain that their clients are aware of the ramifications of 
their social media actions. Lawyers should also be aware of the consequences of their own actions 
and instructions when dealing with a client’s social media account.  
 
Three Rules of Professional Conduct are particularly important when addressing a lawyer’s duties 
relating to a client’s use of social media.  
 
Rule 3.3 states: 
 

(a) A lawyer shall not knowingly:  
(1) make a false statement of material fact or law to a tribunal or fail to 

correct a false statement of material fact or law previously made to 
the tribunal by the lawyer; … 

(3) offer evidence that the lawyer knows to be false. If a lawyer, the 
lawyer’s client, or a witness called by the lawyer, has offered material 
evidence before a tribunal or in an ancillary proceeding conducted 
pursuant to a tribunal’s adjudicative authority, such as a deposition, 
and the lawyer comes to know of its falsity, the lawyer shall take 
reasonable remedial measures, including, if necessary, disclosure to 
the tribunal. A lawyer may refuse to offer evidence, other than the 
testimony of a defendant in a criminal matter, that the lawyer 
reasonably believes is false.  

(b) A lawyer who represents a client in an adjudicative proceeding and who 
knows that a person intends to engage, is engaging or has engaged in criminal 

                                                           
2 “Girl costs father $80,000 with ‘SUCK IT’ Facebook Post, March 4, 2014: 
http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
3
 In the Matter of Matthew B. Murray, VSB Nos. 11-070-088405 and 11-070-088422 (June 9, 2013) 

4
 Lester v. Allied Concrete Co., Nos. CL08-150 and CL09-223 (Charlotte, VA Circuit Court, October 21, 

2011) 
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or fraudulent conduct related to the proceeding shall take reasonable 
remedial measures, including, if necessary, disclosure to the tribunal.  

(c) The duties stated in paragraphs (a) and (b) continue to the conclusion of the 
proceeding, and apply even if compliance requires disclosure of information 
otherwise protected by Rule 1.6.  

 
Rule 3.4 states: 
 

A lawyer shall not:  
 
(a) unlawfully obstruct another party’s access to evidence or unlawfully alter, 

destroy or conceal a document or other material having potential evidentiary 
value or assist another person to do any such act;  

 
Rule 4.1 states: 
 

In the course of representing a client a lawyer shall not knowingly:  
 (a) make a false statement of material fact or law to a third person; or  
 (b) fail to disclose a material fact to a third person when disclosure is 

necessary to avoid aiding and abetting a criminal or fraudulent act by a client, 
unless disclosure is prohibited by Rule 1.6. 

 
The Rules do not prohibit an attorney from advising clients about their social networking websites. 
In fact, and to the contrary, a competent lawyer should advise clients about the content that they 
post publicly online and how it can affect a case or other legal dispute.  
 
The Philadelphia Bar Association Professional Guidance Committee issued Opinion 2014-5, 
concluding that a lawyer may advise a client to change the privacy settings on the client’s social 
media page but may not instruct a client to destroy any relevant content on the page. Additionally, a 
lawyer must respond to a discovery request with any relevant social media content posted by the 
client. The Committee found that changing a client’s profile to “private” simply restricts access to 
the content of the page but does not completely prevent the opposing party from accessing the 
information. This Committee agrees with and adopts the guidance provided in the Philadelphia Bar 
Association Opinion.  
 
The Philadelphia Committee also cited the Commercial and Federal Litigation Section of the New 
York State Bar Association and its “Social Media Guidelines,” which concluded that a lawyer may 
advise a client about the content of the client’s social media page, to wit:  
 

 A lawyer may advise a client as to what content may be maintained or made private on 
her social media account, as well as to what content may be “taken down” or removed, 
whether posted by the client or someone else, as long as there is no violation of common 
law or any statute, rule, or regulation relating to the preservation of information.  

 Unless an appropriate record of the social media information or data is preserved, a 
party or nonparty may not delete information from a social media profile that is subject 
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to a duty to preserve. This duty arises when the potential for litigation or other conflicts 
arises 5 

 
In 2014 Formal Ethics Opinion 5, the North Carolina State Bar concluded that a lawyer may advise 
a client to remove information on social media if not spoliation or otherwise illegal.6 
 
This Committee agrees with and adopts these recommendations, which are consistent with Rule 
3.4(a)’s prohibition against “unlawfully alter[ing], destroy[ing] or conceal[ing] a document or other 
material having potential evidentiary value.” Thus, a lawyer may not instruct a client to alter, destroy, 
or conceal any relevant information, regardless whether that information is in paper or digital form. 
A lawyer may, however, instruct a client to delete information that may be damaging from the 
client’s page, provided the conduct does not constitute spoliation or is otherwise illegal, but must 
take appropriate action to preserve the information in the event it is discoverable or becomes 
relevant to the client’s matter. 
 
Similarly, an attorney may not advise a client to post false or misleading information on a social 
networking website; nor may an attorney offer evidence from a social networking website that the 
attorney knows is false. Rule 4.1(a) prohibits an attorney from making “a false statement of material 
fact or law.” If an attorney knows that information on a social networking site is false, the attorney 
may not present that as truthful information. It has become common practice for lawyers to advise 
clients to refrain from posting any information relevant to a case on any website, and to refrain from 
using these websites until the case concludes.  
 

2. Attorneys May Ethically Connect with Clients or Former Clients on 
Social Media 
 

Social media provides many opportunities for attorneys to contact and connect with clients and 
other relevant persons. While the mode of communication has changed, the Rules that generally 
address an attorney’s communications with others still apply. 
 
There is no per se prohibition on an attorney connecting with a client or former client on social 
media. However, an attorney must continue to adhere to the Rules and maintain a professional 
relationship with clients. If an attorney connects with clients or former clients on social networking 
sites, the attorney should be aware that his posts may be viewed by clients and former clients.  
 
Although this Committee does not recommend doing so, if an attorney uses social media to 
communicate with a client relating to representation of the client, the attorney should retain records 
of those communications containing legal advice. As outlined below, an attorney must not reveal 
confidential client information on social media. While the Rules do not prohibit connecting with 
clients on social media, social media may not be the best platform to connect with clients, 
particularly in light of the difficulties that often occur when individuals attempt to adjust their 
privacy settings.  
 

                                                           
5
 Social Media Ethics Guidelines, The Commercial and Federal Litigation Section of the New York State 

Bar Association, March 18, 2014 at 11 (footnote omitted). 
6
 http://www.ncbar.com/ethics/printopinion.asp?id=894 
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3. Attorneys May Not Ethically Contact a Represented Person Through a 
Social Networking Website 

 
Attorneys may also use social media to contact relevant persons in a conflict, but within limitations. 
As a general rule, if contacting a party using other forms of communication would be prohibited,7 it 
would also be prohibited while using social networking websites. 
 
Rule 4.2 states:  
  

In representing a client, a lawyer shall not communicate about the subject of the 
representation with a person the lawyer knows to be represented by another lawyer 
in the matter, unless the lawyer has the consent of the other lawyer or is authorized 
to do so by law or a court order. 

 
Regardless of the method of communication, Rule 4.2 clearly states that an attorney may not 
communicate with a represented party without the permission of that party’s lawyer. Social 
networking websites increase the number of ways to connect with another person but the essence of 
that connection is still a communication. Contacting a represented party on social media, even 
without any pretext, is limited by the Rules.  
 
The Philadelphia Bar Association Professional Guidance Committee concluded in Opinion 2009-
02,8 that an attorney may not use an intermediary to access a witness’ social media profiles. The 
inquirer sought access to a witness’ social media account for impeachment purposes. The inquirer 
wanted to ask a third person, i.e., “someone whose name the witness will not recognize,” to go to 
Facebook and Myspace and attempt to “friend” the witness to gain access to the information on the 
pages. The Committee found that this type of pretextual “friending” violates Rule 8.4(c), which 
prohibits the use of deception. The action also would violate Rule 4.1 (discussed below) because 
such conduct amounts to a false statement of material fact to the witness.  
 
The San Diego County Bar Legal Ethics Committee issued similar guidance in Ethics Opinion 2011-
2,9 concluding that an attorney is prohibited from making an ex parte “friend” request of a 
represented party to view the non-public portions of a social networking website. Even if the 
attorney clearly states his name and purpose for the request, the conduct violates the Rule against 
communication with a represented party. Consistent with this Opinion, this Committee also finds 
that “friending” a represented party violates Rule 4.2.  
 
While it would be forbidden for a lawyer to “friend” a represented party, it would be permissible for 
the lawyer to access the public portions of the represented person’s social networking site, just as it 
would be permissible to review any other public statements the person makes. The New York State 

                                                           
7
 See, e.g., Formal Opinion 90-142 (updated by 2005-200), in which this Committee concluded that, 

unless a lawyer has the consent of opposing counsel or is authorized by law to do so, in representing 
a client, a lawyer shall not conduct ex parte communications about the matter of the representation 
with present managerial employees of an opposing party, and with any other employee whose acts 
or omissions may be imputed to the corporation for purposes of civil or criminal liability. 
8
 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 

9
 San Diego County Bar Assn., Legal Ethics Comm., Op. 2011-2 (2011). 
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Bar Association Committee on Professional Ethics issued Opinion 843,10 concluded that lawyers 
may access the public portions of other parties’ social media accounts for use in litigation, 
particularly impeachment. The Committee found that there is no deception in accessing a public 
website; it also cautioned, however, that a lawyer should not request additional access to the social 
networking website nor have someone else do so.  
 
This Committee agrees that accessing the public portion of a represented party’s social media site 
does not involve an improper contact with the represented party because the page is publicly 
accessible under Rule 4.2. However, a request to access the represented party’s private page is a 
prohibited communication under Rule 4.2  
 

4. Attorneys May Generally Contact an Unrepresented Person Through a 
Social Networking Website But May Not Use a Pretextual Basis For 
Viewing Otherwise Private Information11  

 
Communication with an unrepresented party through a social networking website is governed by the 
same general rule that, if the contact is prohibited using other forms of communication, then it is 
also prohibited using social media.  
 
Rule 4.3 states in relevant part:  
 

(a) In dealing on behalf of a client with a person who is not represented by 
counsel, a lawyer shall not state or imply that the lawyer is disinterested. …  

(c) When the lawyer knows or reasonably should know that the unrepresented 
person misunderstands the lawyer’s role in the matter, the lawyer should 
make reasonable efforts to correct the misunderstanding. 

 
Connecting with an unrepresented person through a social networking website may be ethical if the 
attorney clearly identifies his or her identity and purpose. Particularly when using social networking 
websites, an attorney may not use a pretextual basis when attempting to contact the unrepresented 
person. Rule 4.3(a) instructs that “a lawyer shall not state or imply that the lawyer is disinterested.” 
Additionally, Rule 8.4(c) (discussed above) prohibits a lawyer from using deception. For example, an 
attorney may not use another person’s name or online identity to contact an unrepresented person; 
rather, the attorney must use his or her own name and state the purpose for contacting the 
individual.  
 
In Ohio, a former prosecutor was fired after he posed as a woman on a fake Facebook account in 
order to influence an accused killer’s alibi witnesses to change their testimony12. He was fired for 
“unethical behavior,” which is also consistent with the Pennsylvania Rules. Contacting witnesses 
under false pretenses constitutes deception.  
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 New York State Bar Assn., Comm. on Prof’l Ethics, Op. 843 (2010). 
11

 Attorneys may be prohibited from contacting certain persons, despite their lack of representation. 
This portion of this Opinion only addresses communication and contact with persons with whom 
such contact is not otherwise prohibited by the Rules, statute or some other basis.  
12

 “Aaron Brockler, Former Prosecutor, Fired for Posing as Accused Killer’s Ex-Girlfriend on 
Facebook,” June 7, 2013. http://www.cnn.com/2014/03/02/us/facebook-post-costs-father/ 
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Many Ethics Committees have addressed whether an attorney may contact an unrepresented person 
on social media. The Kentucky Bar Association Ethics Committee13 concluded that a lawyer may 
access the social networking site of a third person to benefit a client within the limits of the Rules. 
The Committee noted that even though social networking sites are a new medium of 
communication, “[t]he underlying principles of fairness and honesty are the same, regardless of 
context.”14 The Committee found that the Rules would not permit a lawyer to communicate through 
social media with a represented party. But, the Rules do not prohibit social media communication 
with an unrepresented party provided the lawyer is not deceitful or dishonest in the communication.  
 
As noted above, in Opinion 2009-02,15 the Philadelphia Bar Association Professional Guidance 
Committee concluded that an attorney may not access a witness’ social media profiles by deceptively 
using a third party intermediary. Use of an alias or other deceptive conduct violates the Rules as well, 
regardless whether it is permissible to contact a particular person. 
 
The New Hampshire Bar Association Ethics Committee agreed with the Philadelphia Opinion in 
Advisory Opinion 2012-13/05,16 concluding that a lawyer may not use deception to access the 
private portions of an unrepresented person’s social networking account. The Committee noted, “A 
lawyer has a duty to investigate but also a duty to do so openly and honestly, rather than through 
subterfuge.” 
 
The Oregon State Bar Legal Ethics Committee concurred with these opinions as well in Opinion 
2013-189,17 concluding that a lawyer may request access to an unrepresented party’s social 
networking website if the lawyer is truthful and does not employ deception.  
 
These Committees consistently conclude that a lawyer may not use deception to gain access to an 
unrepresented party’s page, but a lawyer may request access using his or her real name. There is, 
however, a split of authority among these Committees. The Philadelphia and New Hampshire 
Committees would further require the lawyer to state the purpose for the request, a conclusion with 
which this Committee agrees. These Committees found that omitting the purpose of the contact 
implies that the lawyer is disinterested, in violation of Rule 4.3(a).  
 
This Committee agrees with the Philadelphia Opinion (2009-02) and concludes that a lawyer may 
not use deception to gain access to an unrepresented person’s social networking site. A lawyer may 
ethically request access to the site, however, by using the lawyer’s real name and by stating the 
lawyer’s purpose for the request. Omitting the purpose would imply that the lawyer is disinterested, 
contrary to Rule 4.3(a).  
 

5. Attorneys May Use Information Discovered on a Social Networking 
Website in a Dispute 

 
If a lawyer obtains information from a social networking website, that information may be used in a 
legal dispute provided the information was obtained ethically and consistent with other portions of 
                                                           
13 Kentucky Bar Assn., Ethics Comm., Formal Op. KBA E-434 (2012). 
14

 Id. at 2. 
15

 Philadelphia Bar Assn., Prof’l Guidance Comm., Op. 2009-02 (2009). 
16

 New Hampshire Bar Assn., Ethics Comm., Op. 2012-13/05 (2012). 
17

 Oregon State Bar, Legal Ethics Comm., Op. 2013-189 (2013). 
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this Opinion. As mentioned previously, a competent lawyer has the duty to understand how social 
media works and how it may be used in a dispute. Because social networking websites allow users to 
instantaneously post information about anything the user desires in many different formats, a client’s 
postings on social media may potentially be used against the client’s interests. Moreover, because of 
the ease with which individuals can post information on social media websites, there may be an 
abundance of information about the user that may be discoverable if the user is ever involved in a 
legal dispute.  
 
For example, in 2011, a New York18 court ruled against a wife’s claim for support in a matrimonial 
matter based upon evidence from her blog that contradicted her testimony that she was totally 
disabled, unable to work in any capacity, and rarely left home because she was in too much pain. 
The posts confirmed that the wife had started belly dancing in 2007, and the Court learned of this 
activity in 2009 when the husband attached the posts to his motion papers. The Court concluded 
that the wife’s postings were relevant and could be deemed as admissions by the wife that 
contradicted her claims. 
 
Courts have, with increasing frequency, permitted information from social media sites to be used in 
litigation, and have granted motions to compel discovery of information on private social 
networking websites when the public profile shows relevant evidence may be found.  
 
For example, in McMillen v. Hummingbird Speedway, Inc.,19 the Court of Common Pleas of Jefferson 
County, Pennsylvania granted a motion to compel discovery of the private portions of a litigant’s 
Facebook profile after the opposing party produced evidence that the litigant may have 
misrepresented the extent of his injuries. In a New York case, Romano v. Steelcase Inc.,20 the Court 
similarly granted a defendant’s request for access to a plaintiff’s social media accounts because the 
Court believed, based on the public portions of plaintiff’s account, that the information may be 
inconsistent with plaintiff’s claims of loss of enjoyment of life and physical injuries, thus making the 
social media accounts relevant.  
 
In Largent v. Reed,21 a Pennsylvania Court of Common Pleas granted a discovery request for access to 
a personal injury plaintiff’s social media accounts. The Court engaged in a lengthy discussion of 
Facebook’s privacy policy and Facebook’s ability to produce subpoenaed information. The Court 
also ordered that plaintiff produce her login information for opposing counsel and required that she 
make no changes to her Facebook for thirty-five days while the defendant had access to the account.  
 
Conversely, in McCann v. Harleysville Insurance Co.,22 a New York court denied a defendant access to a 
plaintiff’s social media account because there was no evidence on the public portion of the profile to 
suggest that there was relevant evidence on the private portion. The court characterized this request 
as a “fishing expedition” that was too broad to be granted. Similarly, in Trail v. Lesko,23 Judge R. 
Stanton Wettick, Jr. of the Court of Common Pleas of Allegheny County denied a party access to a 
                                                           
18

 B.M. v D.M., 31 Misc. 3d 1211(A) (N.Y. Sup. Ct. 2011). 
19

 McMillen v. Hummingbird Speedway, Inc., 2010 Pa. Dist. & Cnty. Dec. LEXIS 270 (Pa. County Ct. 
2010). 
20

 Romano v Steelcase Inc., 30 Misc. 3d 426 (N.Y. Sup. Ct. 2010). 
21

 Largent v. Reed, No. 2009-1823 (Pa.Ct.Com.Pl. Franklin Cty. 2011). 
22

 McCann v. Harleysville Ins. Co. of N.Y., 78 A.D.3d 1524 (N.Y. App. Div. 4th Dep't 2010). 
23

 Trail v. Lesko, 2012 Pa. Dist. & Cnty. Dec. LEXIS 194 (Pa. County Ct. 2012). 
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plaintiff’s social media accounts, concluding that, under Pa. R.Civ.P. 4011(b), the defendant did not 
produce any relevant evidence to support its request; therefore, granting access to the plaintiff’s 
Facebook account would have been needlessly intrusive.  
 

6. Attorneys May Generally Comment or Respond to Reviews or 
Endorsements, and May Solicit Such Endorsements Provided the 
Reviews Are Monitored for Accuracy  

 
Some social networking websites permit a member or other person, including clients and former 
clients, to recommend or endorse a fellow member’s skills or accomplishments. For example, 
LinkedIn allows a user to “endorse” the skills another user has listed (or for skills created by the 
user). A user may also request that others endorse him or her for specified skills. LinkedIn also 
allows a user to remove or limit endorsements. Other sites allow clients to submit reviews of an 
attorney’s performance during representation. Some legal-specific social networking sites focus 
exclusively on endorsements or recommendations, while other sites with broader purposes can 
incorporate recommendations and endorsements into their more relaxed format. Thus, the range of 
sites and the manner in which information is posted varies greatly. 
 
Although an attorney is not responsible for the content that other persons, who are not agents of 
the attorney, post on the attorney’s social networking websites, an attorney (1) should monitor his or 
her social networking websites, (2) has a duty to verify the accuracy of any information posted, and 
(3) has a duty to remove or correct any inaccurate endorsements.  For example, if a lawyer limits his 
or her practice to criminal law, and is “endorsed” for his or her expertise on appellate litigation on 
the attorney’s LinkedIn page, the attorney has a duty to remove or correct the inaccurate 
endorsement on the LinkedIn page.  This obligation exists regardless of whether the information 
was posted by the attorney, by a client, or by a third party.  In addition, an attorney may be obligated 
to remove endorsements or other postings posted on sites that the attorney controls that refer to 
skills or expertise that the attorney does not possess. 

Similarly, the Rules do not prohibit an attorney from soliciting reviews from clients about the 
attorney’s services on an attorney’s social networking site, nor do they prohibit an attorney from 
posting comments by others.24 Although requests such as these are permissible, the attorney should 
monitor the information so as to verify its accuracy.  
 
Rule 7.2 states, in relevant part: 
 

(d) No advertisement or public communication shall contain an endorsement by 
a celebrity or public figure.  

(e) An advertisement or public communication that contains a paid endorsement 
shall disclose that the endorser is being paid or otherwise compensated for 
his or her appearance or endorsement.  

 
Rule 7.2(d) prohibits any endorsement by a celebrity or public figure. A lawyer may not solicit an 
endorsement nor accept an unsolicited endorsement from a celebrity or public figure on social 

                                                           
24

 In Dwyer v. Cappell, 2014 U.S. App. LEXIS 15361 (3d Cir. N.J. Aug. 11, 2014), the Third Circuit 
ruled that an attorney may include accurate quotes from judicial opinions on his website, and was 
not required to reprint the opinion in full. 
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media. Additionally, Rule 7.2(e) mandates disclosure if an endorsement is made by a paid endorser. 
Therefore, if a lawyer provides any type of compensation for an endorsement made on social media, 
the endorsement must contain a disclosure of that compensation. 
 
Even if the endorsement is not made by a celebrity or a paid endorser, the post must still be 
accurate. Rule 8.4(c) is again relevant in this context. This Rule prohibits lawyers from dishonest 
conduct and making misrepresentations. If a client or former client writes a review of a lawyer that 
the lawyer knows is false or misleading, then the lawyer has an obligation to correct or remove the 
dishonest information within a reasonable amount of time. If the lawyer is unable to correct or 
remove the listing, he or she should contact the person posting the information and request that the 
person remove or correct the item.  
 
The North Carolina State Bar Ethics Committee issued Formal Ethics Opinion 8,25 concluding that 
a lawyer may accept recommendations from current or former clients if the lawyer monitors the 
recommendations to ensure that there are no ethical rule violations. The Committee discussed 
recommendations in the context of LinkedIn where an attorney must accept the recommendation 
before it is posted.26 Because the lawyer must review the recommendation before it can be posted, 
there is a smaller risk of false or misleading communication about the lawyer’s services. The 
Committee also concluded that a lawyer may request a recommendation from a current or former 
client but limited that recommendation to the client’s level of satisfaction with the lawyer-client 
relationship.  
 
This Committee agrees with the North Carolina Committee’s findings. Attorneys may request or 
permit clients to post positive reviews, subject to the limitations of Rule 7.2, but must monitor those 
reviews to ensure they are truthful and accurate.  
 

7. Attorneys May Comment or Respond to Online Reviews or 
Endorsements But May Not Reveal Confidential Client Information  

 
Attorneys may not disclose confidential client information without the client’s consent. This 
obligation of confidentiality applies regardless of the context. While the issue of disclosure of 
confidential client information extends beyond this Opinion, the Committee emphasizes that 
attorneys may not reveal such information absent client approval under Rule 1.6. Thus, an attorney 
may not reveal confidential information while posting celebratory statements about a successful 
matter, nor may the attorney respond to client or other comments by revealing information subject 
to the attorney-client privilege. Consequently, a lawyer’s comments on social media must maintain 
attorney/client confidentiality, regardless of the context, absent the client’s informed consent.  
 
This Committee has opined, in Formal Opinion 2014-200,27 that lawyers may not reveal client 
confidential information in response to a negative online review. Confidential client information is 
defined as “information relating to representation,” which is generally very broad. While there are 
                                                           
25

 North Carolina State Bar Ethics Comm., Formal Op. 8 (2012). 
26

 Persons with profiles on LinkedIn no longer are required to approve recommendations, but are 
generally notified of them by the site. This change in procedure highlights the fact that sites and 
their policies and procedures change rapidly, and that attorneys must be aware of their listings on 
such sites. 
27

 Pennsylvania Bar Assn, Ethics Comm., Formal Op. 2014-200 (2014). 
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certain circumstances that would allow a lawyer to reveal confidential client information, a negative 
online client review is not a circumstance that invokes the self-defense exception.  
 
As Rule 1.6 states: 
 

(a) A lawyer shall not reveal information relating to representation of a client 
unless the client gives informed consent, except for disclosures that are 
impliedly authorized in order to carry out the representation, and except as 
stated in paragraphs (b) and (c).  

(b) A lawyer shall reveal such information if necessary to comply with the duties 
stated in Rule 3.3.  

(c) A lawyer may reveal such information to the extent that the lawyer 
reasonably believes necessary: 
(4) to establish a claim or defense on behalf of the lawyer in a 

controversy between the lawyer and the client, to establish a defense 
to a criminal charge or civil claim or disciplinary proceeding against 
the lawyer based upon conduct in which the client was involved, or 
to respond to allegations in any proceeding concerning the lawyer’s 
representation of the client 

(d) A lawyer shall make reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access to, information relating to 
the representation of a client.  

(e) The duty not to reveal information relating to representation of a client 
continues after the client-lawyer relationship has terminated. 

 
Thus, any information that an attorney posts on social media may not violate attorney/client 
confidentiality.  
 
An attorney’s communications to a client are also confidential. In Gillard v. AIG Insurance Company,28 
the Pennsylvania Supreme Court ruled that the attorney-client privilege extends to communications 
from attorney to client. The Court held that “the attorney-client privilege operates in a two-way 
fashion to protect confidential client-to-attorney or attorney-to-client communications made for the 
purpose of obtaining or providing professional legal advice.”29 The court noted that 
communications from attorney to client come with a certain expectation of privacy. These 
communications only originate because of a confidential communication from the client. Therefore, 
even revealing information that the attorney has said to a client may be considered a confidential 
communication, and may not be revealed on social media or elsewhere. 
 
Responding to a negative review can be tempting but lawyers must be careful about what they write. 
The Hearing Board of the Illinois Attorney Registration and Disciplinary Commission reprimanded 
an attorney for responding to a negative client review on the lawyer referral website AVVO30. In her 
response, the attorney mentioned confidential client information, revealing that the client had been 
in a physical altercation with a co-worker. While the Commission did not prohibit an attorney from 
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 Gillard v. AIG Insurance Co., 15 A.3d 44 (Pa. 2011).  
29

 Id. at 59. 
30

 In Re Tsamis, Comm. File No. 2013PR00095 (Ill. 2013). 
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responding, in general, to a negative review on a site such as AVVO, it did prohibit revealing 
confidential client information in that type of reply. 
 
The Illinois disciplinary action is consistent with this Committee’s recent Opinion and with the 
Pennsylvania Rules. A lawyer is not permitted to reveal confidential information about a client even 
if the client posts a negative review about the lawyer. Rule 1.6(d) instructs a lawyer to make 
“reasonable efforts to prevent the inadvertent or unauthorized disclosure of . . . information relating 
to the representation of a client.” This means that a lawyer must be mindful of any information that 
the lawyer posts pertaining to a client. While a response may not contain confidential client 
information, an attorney is permitted to respond to reviews or endorsements on social media. These 
responses must be accurate and truthful representations of the lawyer’s services.  
 
Also relevant is Rule 3.6, which states: 
 

(a) A lawyer who is participating or has participated in the investigation or 
litigation of a matter shall not make an extrajudicial statement that the lawyer 
knows or reasonably should know will be disseminated by means of public 
communication and will have a substantial likelihood of materially 
prejudicing an adjudicative proceeding in the matter.  

 
This Rule prohibits lawyers from making extrajudicial statements through public communication 
during an ongoing adjudication. This encompasses a lawyer updating a social media page with 
information relevant to the proceeding. If a lawyer’s social media account is generally accessible 
publicly then any posts about an ongoing proceeding would be a public communication. Therefore, 
lawyers should not be posting about ongoing matters on social media when such matters would 
reveal confidential client information.  
 
For example, the Supreme Court of Illinois suspended an attorney for 60 days31 for writing about 
confidential client information and client proceedings on her personal blog. The attorney revealed 
information that made her clients easily identifiable, sometimes even using their names. The Illinois 
Attorney Registration and Disciplinary Commission had argued in the matter that the attorney knew 
or should have known that her blog was accessible to others using the internet and that she had not 
made any attempts to make her blog private.  
 
Social media creates a wider platform of communication but that wider platform does not make it 
appropriate for an attorney to reveal confidential client information or to make otherwise prohibited 
extrajudicial statements on social media.  
 

8. Attorneys May Generally Endorse Other Attorneys on Social 
Networking Websites 

 
Some social networking sites allow members to endorse other members’ skills. An attorney may 
endorse another attorney on a social networking website provided the endorsement is accurate and 
not misleading. However, celebrity endorsements are not permitted nor are endorsements by judges. 
As previously noted, Rule 8.4(c) prohibits an attorney from being dishonest or making 
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 In Re Peshek, No. M.R. 23794 (Il. 2010); Compl.., In Re Peshek, Comm. No. 09 CH 89 (Il. 2009). 
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misrepresentations. Therefore, when a lawyer endorses another lawyer on social media, the 
endorsing lawyer must only make endorsements about skills that he knows to be true.  
 

9. Attorneys May Review a Juror’s Internet Presence 
 
The use of social networking websites can also come into play when dealing with judges and juries. 
A lawyer may review a juror’s social media presence but may not attempt to access the private 
portions of a juror’s page. 
 
Rule 3.5 states: 
 

A lawyer shall not:  
(a) seek to influence a judge, juror, prospective juror or other official by means 

prohibited by law;  
(b) communicate ex parte with such a person during the proceeding unless 

authorized to do so by law or court order;  
(c) communicate with a juror or prospective juror after discharge of the jury if:  

(1) the communication is prohibited by law or court order;  
(2) the juror has made known to the lawyer a desire not to communicate; 

or  
(3) the communication involves misrepresentation, coercion, duress of 

harassment; or  
(d) engage in conduct intended to disrupt a tribunal. 

 
During jury selection and trial, an attorney may access the public portion of a juror’s social 
networking website but may not attempt or request to access the private portions of the website. 
Requesting access to the private portions of a juror’s social networking website would constitute an 
ex parte communication, which is expressly prohibited by Rule 3.5(b). 
 
Rule 3.5(a) prohibits a lawyer from attempting to influence a juror or potential juror. Additionally, 
Rule 3.5(b) prohibits ex parte communications with those persons. Accessing the public portions of a 
juror’s social media profile is ethical under the Rules as discussed in other portions of this Opinion. 
However, any attempts to gain additional access to private portions of a juror’s social networking 
site would constitute an ex parte communication. Therefore, a lawyer, or a lawyer’s agent, may not 
request access to the private portions of a juror’s social networking site.  
 
American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 466 concluded that a lawyer may view the public portion of the social networking profile of 
a juror or potential juror but may not communicate directly with the juror or jury panel member. 
The Committee determined that a lawyer, or his agent, is not permitted to request access to the 
private portion of a juror’s or potential juror’s social networking website because that type of ex parte 
communication would violate Model Rule 3.5(b). There is no ex parte communication if the social 
networking website independently notifies users when the page has been viewed. Additionally, a 
lawyer may be required to notify the court of any evidence of juror misconduct discovered on a 
social networking website.  
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This Committee agrees with the guidance provided in ABA Formal Opinion 466, which is consistent 
with Rule 3.5’s prohibition regarding attempts to influence jurors, and ex parte communications with 
jurors.  
 

10. Attorneys May Ethically Connect with Judges on Social Networking 
Websites Provided the Purpose is not to Influence the Judge 

 
A lawyer may not ethically connect with a judge on social media if the lawyer intends to influence 
the judge in the performance of his or her official duties. In addition, although the Rules do not 
prohibit such conduct, the Committee cautions attorneys that connecting with judges may create an 
appearance of bias or partiality.32  
 
Various Rules address this concern. For example, Rule 8.2 states:  
 

(a) A lawyer shall not make a statement that the lawyer knows to be false or with 
reckless disregard as to its truth or falsity concerning the qualifications or integrity of 
a judge, adjudicatory officer or public legal officer, or of a candidate for election or 
appointment to judicial or legal office.  

 
In addition, Comment [4] to Canon 2.9 of the Code of Judicial Conduct, effective July 1, 2014, states 
that “A judge shall avoid comments and interactions that may be interpreted as ex parte 
communications concerning pending matters or matters that may appear before the court, including 
a judge who participates in electronic social media.” Thus, the Supreme Court has implicitly agreed 
that judges may participate in social media, but must do so with care. 
 
Based upon this statement, this Committee believes that attorneys may connect with judges on 
social media websites provided the purpose is not to influence the judge, and reasonable efforts are 
taken to assure that there is no ex parte or other prohibited communication. This conclusion is 
consistent with Rule 3.5(a), which forbids a lawyer to “seek to influence a judge” in an unlawful way. 
 
IV. Conclusion 

 
Social media is a constantly changing area of technology that lawyers keep abreast of in order to 
remain competent. As a general rule, any conduct that would not be permissible using other forms 
of communication would also not be permissible using social media. Any use of a social networking 
website to further a lawyer’s business purpose will be subject to the Rules of Professional Conduct.  
 
Accordingly, this Committee concludes that any information an attorney or law firm places on a 
social networking website must not reveal confidential client information absent the client’s consent. 
Competent attorneys should also be aware that their clients use social media and that what clients 
reveal on social media can be used in the course of a dispute. Finally, attorneys are permitted to use 
social media to research jurors and may connect with judges so long as they do not attempt to 
                                                           
32

 American Bar Association Standing Committee on Ethics and Professional Responsibility Formal 
Opinion 462 concluded that a judge may participate in electronic social networking, but as with all 
social relationships and contacts, a judge must comply with the relevant provisions of the Code of 
Judicial Conduct and avoid any conduct that would undermine the judge’s independence, integrity, 
or impartiality, or create an appearance of impropriety. 
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influence the outcome of a case or otherwise cause the judge to violate the governing Code of 
Judicial Conduct.  
 
Social media presents a myriad of ethical issues for attorneys, and attorneys should continually 
update their knowledge of how social media impacts their practice in order to demonstrate 
competence and to be able to represent their clients effectively.  
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Social Media Legal Ethics Resources 

An incomplete list of opinions, cases and other interesting reference materials.  Those posted on the 
NJSBA Annual Meeting website are marked with an asterisk. 

New Jersey 

• NJ Committee on Attorney Advertising Op 32 (Domain Names) (but note pending trade name 
rules may affect decision)* 

• NJ Committee on Attorney Advertising Op 43 (Internet coupons)* 

• Carino v Muenzen, A-5491-08T1, 2010 WL 3448071 (App Div 2010), cert denied, 205 N.J. 96 
(2011) (approving using internet to research potential jurors) 

• Robertelli v NJ Office of Attorney Ethics, A-3018-12T3 (NJ Super Feb 3, 2015) (Attorneys faced 
ethics charges over paralegal friending plaintiff on Facebook; grievance denied, but plaintiff’s 
counsel brought to OAE where matter is pending) 

New York 

• New York State Bar Association Social Media Guidelines for Litigation* 

• New York State Bar Association Op. # 843 (using social media for research) 

• New York State Bar Association Opinion 897 (internet coupons) 

• New York State Bar Association Op 972 (2013) (social media listings)* 

• New York County Lawyers Association Formal Op No. 743 (2011) (pretrial search of jurors) 

• New York County Lawyers Association Formal Op No. 748 (2015) (LinkedIn) 

• New York City Bar Association Formal Opinion 2012-2 (jury research)* 

• New York City Bar Association Formal Op. 2010-2 (no false pretenses to gain access to social 
media website)* 

Pennsylvania 

• Pennsylvania Bar Association Formal Op. 2014-300 (social media guidelines)* 

• Philadelphia Bar Association Professional Guidance Committee Opinion 2009-02 (friending)* 

• Philadelphia Bar Association Professional Guidance Committee Opinion 2012-8 (LinkedIn 
advertising)* 

Other States 



• Florida Bar Advisory Advertising Opinion (Sept 11 , 2013)  

• New Hampshire Bar Association Ethics Committee Advisory Opinion 2012-13/05 (friending) 

• Oregon State Bar Formal Opinion 2013-189 (researching using social media sites) 

• California State Bar Association Formal Opinion 2012-186 

• San Diego County Bar Legal Ethics Opinion 2011-2 (friending) 

• California Judges Association Judicial Ethics Opinion 66 

ABA Opinions 

 ABA Formal Opinion 462 (Judges) 
(http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opi
nion_462.authcheckdam.pdf) 

 ABA Formal Opinion 466 (Jurors) 
(http://www.americanbar.org/content/dam/aba/administrative/professional_responsibility/formal_opi
nion_466_final_04_23_14.authcheckdam.pdf) 

Other sources: 

• Jonathan H. Lomurro Esq. LLM, Christopher T. Campbell Esq, Matthew K. Blaine Esq, Stephanie 
L. Lomurro Esq, and Christina V. Harvey Esq. Litigation Technology for the Modern Practitioner. , 
2014.  
Available at: http://works.bepress.com/jonathan_lomurro/2   

(Written by NJ attorneys and covers ethics issues as it reviews technology). 

• http://www.itlawtoday.com/files/2013/11/Social-
Media_Ethics_Bibliography_c_RBrownstone_FWLLP.pdf (Note: List has hyperlinks to the 
opinions and articles cited). 

• http://www.netforlawyers.com/content/legal-ethics-opinions-lawyers-attorneys-social-media-
investigative-background-research-0045 (List of opinions on research with hyperlinks) 

• http://www.netforlawyers.com/page/cases-related-attorneys-use-social-networking-sites-
background-and-investigative-research (cases on research with hyperlinks) 

http://www.itlawtoday.com/files/2013/11/Social-Media_Ethics_Bibliography_c_RBrownstone_FWLLP.pdf
http://www.itlawtoday.com/files/2013/11/Social-Media_Ethics_Bibliography_c_RBrownstone_FWLLP.pdf
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William “Bill” Ferreira 

Bill Ferreira is a private commercial attorney at Ferreira Law, LLC.  Prior to forming the Firm, Mr. 
Ferreira was managing partner of a boutique practice firm.  He has also served as a law clerk in the 
Superior Court of New Jersey for the Honorable Donald R. Venezia, J.S.C. 

Mr. Ferreira focuses his practice in the areas of business law and general commercial matters, real 
estate law and international law with contacts throughout the Caribbean and Central and South 
America. 

Mr. Ferreira is also proud to have attained Martindale Hubbell’s highest peer review rating of “AV 
Preeminent”™ for both his legal ability and ethical standards.  The award is based upon the 
confidential opinions of members of the bar and judiciary. 

Prior to becoming an attorney, Mr. Ferreira worked as a licensed real estate broker in Florida where 
he represented primarily financial institutions in their acquisition and disposal of REO and 
foreclosure properties. 

Mr. Ferreira is a graduate of Barry University (magna cum laude) and Seton Hall University School 
of Law.  While in law school, Mr. Ferreira was competitively selected as a member of the Moot 
Court Board and the Civil Litigation Clinic. 

Mr. Ferreira is a member of the American Bar Association (ABA), where he currently serves on their 
Board of Governors.  He is also a member of the New Jersey State Bar Association (NJSBA), the 
Bergen County Bar Association (BCBA), the Hispanic National Bar Association (HNBA), the 
Hispanic Bar Association of New Jersey (HBANJ), and the Cuban American Bar Association 
(CABA).  He currently sits as a member of various executive boards, committees, and appointed 
positions within these various organizations on both a regional and nationwide level.  Mr. Ferreira 
also currently serves as the Chairman of the Board of the Morris County Hispanic-American 
Chamber of Commerce in his home state of New Jersey. 

Mr. Ferreira is admitted to practice law in New York, New Jersey and the Federal Courts. 
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 Steven M. Richman is a partner in the New Jersey offices of Duane Morris, and is 
admitted to practice in New Jersey, New York, Pennsylvania and California.  As a commercial 
litigator, his practice has resolved around domestic and international contract litigation and 
arbitration across industry and geographical lines, including copyright and trademark, real 
property and secured transactions.  His is the author of the forthcoming book Boilerplate Clauses 
to be published by James Publishing.  He is a frequent speaker on contract drafting issues.  His 
publications include The 7Ps of International Contracts and the chapter on “Conflicts of Law” in 
the New Jersey Law Journal book Federal Civil Practice in New Jersey.  He is the author of The 
ABA Photography Law Handbook.  A graduate of New York University Law School (J.D., cum 
laude, Order of the Coif, 1980), he is a member of the New Jersey District Export Council, Chair 
of the Multidisciplinary Practice Committee, and member of the Bar Issues Commission Policy 
Committee of the International Bar Association, and is Vice-Chair nominee and co-chair of the 
Professional Ethics Committee of the American Bar Association Section of International Law. 



Arthur H. Saiewitz 
Alcatel-Lucent 

 
 Arthur H. Saiewitz is an attorney in the Law Division of Alcatel-Lucent 
USA Inc., a provider of telecommunications systems, software and services.  He 
currently provides legal advice and counsel for global outsourcing projects and 
general procurement matters.  He has in the past provided legal counsel to sales 
teams for sales and licensing contracts for the direct and indirect sales of 
telecommunications equipment, software and services for voice and data 
networks.  The majority of his career has been in litigation practice providing 
legal advice and counsel for contract, commercial, bankruptcy, environmental, 
asbestos and product liability litigation and ADR. 

 
Mr. Saiewitz is a 1981 magna cum laude graduate of Montclair State 

College and graduated with honors from Rutgers University School of Law in 
Newark in 1987.  At Rutgers, he was Managing Articles Editor of the Rutgers 
Computer and Technology Law Journal and Recipient of the Morris Gann Prize 
in Evidence.   

 
Mr. Saiewitz is a Past President of the New Jersey Corporate Counsel 

Association.  He is also a member of the Association of Corporate Counsel, the 
American Bar Association and the New Jersey State Bar Association where he 
has served on its General Council and the Professional Responsibility 
Committee.  He has lectured on a variety of topics, co-authored articles and 
surveys and has served as a Master in the William J. Brennan, Jr. Chapter of the 
American Inns of Court.   



Dana M. Van Leuven, Esq. 
 
Ms. Van Leuven is a senior associate at the O’Sullivan Law Group, LLC in Morristown, New Jersey.  She is 
admitted to the bar of the state of New Jersey and the United States District Court of New Jersey.  She 
received her Bachelor of Arts from Rutgers University in New Brunswick, New Jersey in 2003 where she 
double majored in American Studies and Sociology and was a Rutgers Outstanding Scholar.  After 
graduating from college, Ms. Van Leuven earned her Juris Doctorate from Hofstra University School of 
Law in Hempstead, New York in 2007.  While at Hofstra, Ms. Van Leuven focused her studies on family 
law and was awarded the American Academy of Matrimonial Lawyers Award for Excellence in Family 
Law.  She also was a member of the Moot Court Board.  Upon completion of law school, Ms. Van Leuven 
served as a judicial law clerk to the Honorable Ronald Lee Reisner, J.S.C. in the Family Part of the 
Superior Court of New Jersey Monmouth County.  Since entering into private practice, Ms. Van Leuven 
has devoted her practice primarily to various family law issues, including divorce, child custody and 
support, and domestic violence.  Ms. Van Leuven was previously awarded the New Jersey State Bar 
Association Young Lawyers Division Award for Service to the Community for her work with domestic 
violence victims and is this year’s recipient of New Jersey State Bar Association Young Lawyers Division 
Award for Service to the Bar.  She has lectured for the New Jersey Institute for Continuing Legal 
Education on the topics of ethics and family law for young and new lawyers.  Ms. Van Leuven is also a 
member of the Family Law Section of the New Jersey State Bar Association, the Secretary of the Young 
Lawyers Division of the New Jersey State Bar Association, on the Membership and Public Relations 
Committee of the New Jersey State Bar Association, on the Professionalism and Unlawful Practice 
Committee of the New Jersey State Bar Association, and a member of the Morris County Bar Association 
Family Law Committee.     
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